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ABSTRACT

This paper presents FPGA implementations of the DES and Triple-DES with improved security against power
analysis attacks. The proposed designs use Boolean masking, a previously introduced technique to protect smart
card implementations from these attacks. Triple DES was the answer to many of the shortcomings of DES. Since
it is based on the DES algorithm, it is very easy to modify existing software to use Triple DES. It also has the
advantage of proven reliability and a longer key length that eliminates many of the shortcut attacks that can be
used to reduce the amount of time it takes to break DES. However, even this more powerful version of DES may
not be strong enough to protect data for very much longer. The DES algorithm itself has become obsolete and is
in need of replacement. DES encrypts data in 64-bit and it is a symmetric algorithm. The key length is 56-bits.
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I. INTRODUCTION

DES (the Data Encryption Standard) is a symmetric block cipher developed by IBM. The algorithm
uses a 56-bit key to encipher/decipher a 64-bit block of data. The key is always presented as a 64-bit
block, every 8th bit of which is ignored. However, it is usual to set each 8th bit so that each group of 8
bits has an odd number of bits set to 1.[1] The algorithm is best suited to implementation in hardware,
probably to discourage implementations in software, which tend to be slow by comparison. However,
modern computers are so fast that satisfactory software implementations are readily available. DES is
the most widely used symmetric algorithm in the world, despite claims that the key length is too short.
Ever since DES was first announced, controversy has raged about whether 56 bits is long enough to
guarantee security. The key length argument goes like this. Assuming that the only feasible attack on
DES is to try each key in turn until the right one is found, then 1,000,000 machines each capable of
testing 1,000,000 keys per second would find (on average) one key every 12 hours. Most reasonable
people might find this rather comforting and a good measure of the strength of the algorithm[9].
Those who consider the exhaustive key-search attack to be a real possibility (and to be fair the
technology to do such a search is becoming a reality) can overcome the problem by using double or
triple length keys. In fact, double length keys have been recommended for the financial industry for
many years. Section II discusses about Triple DES, Section III discusses about the algorithm of Triple
DES, Section IV represents Simulation Results, Section V describes Conclusion and finally section VI
describes Scope and Future Development.

II. TRIPLE DES

Use of multiple length keys leads us to the Triple-DES algorithm, in which DES is applied three
times. Triple DES is simply another mode of DES operation. It takes three 64-bit keys, for an overall
key length of 192 bits. In Private Encryption, you simply type in the entire 192-bit (24 character) key
rather than entering each of the three keys individually[4]. The Triple DES DLL then breaks the user
provided key into three sub keys, padding the keys if necessary so they are each 64 bits long. The
procedure for encryption is exactly the same as regular DES, but it is repeated three times. Hence the

117 | Vol. 3, Issue 1, pp. 117-128



International Journal of Advances in Engineering & Technology, March 2012.
OIJAET ISSN: 2231-1963

name Triple DES, The data is encrypted with the first key, decrypted with the second key, and finally
encrypted again with the third key. Triple DES, also known as 3DES. Consequently, Triple DES runs
three times slower than standard DES, but is much more secure if used properly. The procedure for
decrypting something is the same as the procedure for encryption, except it is executed in reverse[2].
Like DES, data is encrypted and decrypted in 64-bit chunks. Unfortunately, there are some weak keys
that one should be aware of: if all three keys, the first and second keys, or the second and third keys
are the same, then the encryption procedure is essentially the same as standard DES. This situation is
to be avoided because it is the same as using a really slow version of regular DES[4]. Note that
although the input key for DES is 64 bits long, the actual key used by DES is only 56 bits in length.
The least significant (right-most) bit in each byte is a parity bit, and should be set so that there are
always an odd number of 1s in every byte. These parity bits are ignored, so only the seven most
significant bits of each byte are used, resulting in a key length of 56 bits. This means that the effective
key strength for Triple DES is actually 168 bits because each of the three keys contains 8 parity bits
that are not used during the encryption process.
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Figure 1. Triple DES-Block Diagram

If we consider a triple length key to consist of three 56-bit keys K1, K2, K3 then encryption is as
follows:

*Encrypt with K1

*Decrypt with K2

*Encrypt with K
Decryption is the reverse process:

*Decrypt with K3

*Encrypt with K2

*Decrypt with K1
Setting K3 equal to K1 in these processes gives us a double length key K1, K2. Setting K1, K2 and
K3 all equal to K has the same effect as using a single-length (56-bit key). Thus it is possible for a
system using triple-DES to be compatible with a system using single-DES. DES operates on a 64 — bit
block of plaintext[3]. After an initial permutation the block is broken into a right half and left half,
each 32 — bits long. Then there are 16 rounds of identical operations, called Function f, in which the
data are combined with the key. After the sixteenth round, the right and left halves are joined, and a
final permutation (the inverse of the initial permutation) finishes off the algorithm. DES operates on a
64 — bit block of plaintext. After an initial permutation the block is broken into a right half and left
half, each 32 — bits long. Then there are 16 rounds of identical operations, called Function f, in which
the data are combined with the key. After the sixteenth round, the right and left halves are joined, and
a final permutation (the inverse of the initial permutation) finishes off the algorithm. In each round
the key bits are shifted, and then 48 — bits are selected from the 56 —bits of the key. The right half of
the data is expanded to 48 — bits via an expansion permutation, combined with 48 —bits of a shifted
and permuted key via an XOR, sent through 8 S- boxes producing 32- new bits, and permuted again.
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These four operations make up Function f. The output of Function f is then combined with the left
half via another XOR. The results of these operations become the new right half; the old right half
becomes the new left half. These operations are repeated sixteen times, making 16 rounds of DES.
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Figure 2. Enciphering computation

In each round the key bits are shifted, and then 48 — bits are selected from the 56 —bits of the key.
The right half of the data is expanded to 48 — bits via an expansion permutation, combined with 48 —
bits of a shifted and permuted key via an XOR, sent through 8 S- boxes producing 32- new bits, and
permuted again. These four operations make up Function f. The output of Function f is then
combined with the left half via another XOR. The results of these operations become the new right
half; the old right half becomes the new left half. These operations are repeated sixteen times, making
16 rounds of DES.

III. ALGORITHM FOR TDES

3.1. Encryption

Stepl: k1, K2, k3 are the keys in key expander with the selection function.

Step2: If selection function is active i.e. ‘1’ then encryption process is activated with key k1. And this
encryption output is given to input of the decryption i.e. selection function is ‘0’ with key K2.

Step3: Decryption output is given to input of encryption i.e. if selection function is ‘1’ with k3.

3.2. Decryption

Step4: It is the reverse process of encryption.
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Figure 3. TDES Algorithm
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Figure 4. Single Round of DES
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Figure 5. Initial permutation
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Table 1. Initial permutation
1P
58 |50 42 34 26 |18 |10
60 52 44 36 28 20 (12
62 54 46 38 30 22 |14
64 |56 48 40 32 24 |16
57 |49 41 33 25 17 9
59 |51 43 35 27 |19 |11
61 |53 45 37 29 21 |13
63 |55 47 39 31 23 |15

Table 1 specifies the input permutation on a 64-bit block. The meaning is as follows: the first bit of
the output is taken from the 58th bit of the input; the second bit from the 50th bit, and so on, with the
last bit of the output taken from the 7th bit of the input. The initial permutation occurs before round
one; it transposes the input block as described in table 1 this table, like all the other tables in this
chapter , should be read left to right, top to bottom. For example, the initial permutation moves bit 58
of the plaintext to bit position 1, bit 50 to bit position 2, and so forth. The initial permutation and the
corresponding final permutation do not affect DES‘s security.

3.4. Final permutation aph
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Figure 6. Final permutation
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The final permutation is the inverse of the initial permutation; the table is interpreted similarly. This
is shown in table 2

3.5. Expansion permutation (E)
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Figure 7. Expansion permutation

Table 3. Expansion permutation

E
32 1 2 3 4 S

8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

The expansion permutation is interpreted as for the initial and final permutations. Note that some bits
from the input are duplicated at the output; e.g. the fifth bit of the input is duplicated in both the sixth
and eighth bit of the output. Thus, the 32-bit half-block is expanded to 48 bits. This operation expands
the right half of the data, RI, from 32-bits to 48 bits. Because this operation changes the order of the
bits as well as repeating certain bits, it is known as an expansion permutation. This operation has two
purposes: it makes the right half the same size as the key for the XOR operation and it provides a
longer result that can be compressed during the substitution operation. However, neither of those is its
main cryptographic purpose. By allowing one bit to affect two substitutions, the dependency of the
output bits on the input bits spreads faster. This is called an avalanche effect. This is shown in table 3
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Figure 8. Permutation
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Table 4. permutation

16 7 20 21
29 12 28 17
15 23 26

5 18 31 10
8 24 14
32 27 3 9
19 13 30 6
22 11 4 25

The 32 — bit output of the S —box substitution is permuted according to a P —box. This permutation
maps each input bit to an output position; no bits are used twice and no bits are ignored. This is called
a straight permutation or just a permutation. This is shown in table 4.

3.7. Substitution boxes (S-boxes)
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Figure 10. Calculation of f(R, k)

After the compressed key is XORed with expanded block, the 48 — bit result moves to a substitution
operation. The substitutions are performed by eight substitution boxes, or S-boxes. Each S — box has a
6-bit input and a 4-bit output, and there are eight different S-boxes. The total memory requirements
for the eight DES S-boxes are 256 bytes. The 48 bits are divided into eight 6-bit sub-blocks. Each
separate block is operated on by a separate S-box: The first block is operated on by S-box 1; the
second block is operated on by S-box 2, and so on.

3.8. Rotations in the key-schedule

Before the round subkey is selected, each half of the key schedule state is rotated left by a number of
places. This table specifies the number of places rotated. Triple DES has two attractions that assure its
widespread use over the next few years[6]. First, with its 168-bit key length, it overcomes the
vulnerability to brute-force attack of DES. Second, the underlying encryption algorithm in Triple DES
is the same as in DES. This algorithm has been subjected to more scrutiny than any other encryption
algorithm over a longer period of time, and no effective cryptanalytic attack based on the algorithm
rather than brute-force has been found[5]. Accordingly, there is a high level of confidence that 3DES
is very resistant to cryptanalysis. If security were the only consideration, then 3DES would be an
appropriate choice for a standardized encryption algorithm for decades to come.
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Figure 11. Key schedule calculation
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3.9. DES Decryption

1) Use same function
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ii) Key is the key...
Used in reverse order (K1,..., K16 becomes K16,..., K1)
Right circular shift of 0-2 bits
012222 1 2 2 2 21
123456 9 10 11 12 13 14 15 16
a1222222122 22 2 21
With DES it is possible to use the same function to encrypt or decrypt a block. The only difference is
that the keys must be used in the reversed order. That is , if the encryption keys for each round are
K1,K2.K3,...K16, then the decryption keys are K16, K15, K14, ..., K1.The algorithm that generates
the key used for each round is circular as well. The key shift is shown above.

2 2 2 2
7 8 1 3

3.10. Applications

The DES3 core can be utilized for a variety of encryption applications including:
Secure File/Data transfer

Electronic Funds Transfer

Encrypted Storage Data

Secure communications

3.11. Features

FIPS 46-3 Standard Compliant

Encryption/Decryption performed in 48 cycles(ECB mode)
Up to 168 bits of security

For use in FPGA or ASIC designs

Verilog IP Core

3.11.1. Non Pipelined Version

e Small gate count shared DES

3.11.2. Pipelined Version

¢ Pipelined for maximum performance
e Encryption/Decryption performed in 1 cycle (ECB mode) after an initial latency of 48 cycles

IV. SIMULATED RESULTS
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Figure 13. Waveform of DES Block
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Figure 14. Waveform of Add Key

Figure 15. Waveform of Add left
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Figure 16. Waveform of Expansion Table

Figure 17. Waveform of Pbox
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Figure 18. Waveform of S1box

Figure 19. Waveform of Sbox

V. CONCLUSIONS

As DES will run through 16 iterations to achieve its desired cipher text (final output).With Triple
DES, it will Encrypt-Decrypt-Encrypt the block and a completely different output is generated with a
final combination. It’s said that the security is 192 bit encryption, but also argued that regardless of
the keys, the security is only 168 bit. This debate is clearly beyond the scope of this article/writer. If
you wish to participate with the scientists in their discussions, it’s your humility at stake. It's a safe
but that Triple DES is exponentially stronger than the previous DES. After that, AES may supplant
Triple DES as the default algorithm on most systems if it lives up to its expectations. But Triple DES
will be kept around for compatibility reasons for many years after that. So the useful lifetime of Triple
DES is far from over, even with the AES near completion.

V1. SCOPE AND FUTURE DEVELOPMENT

For the foreseeable future Triple DES is an excellent and reliable choice for the security needs of
highly sensitive information. The AES will be at least as strong as Triple DES and probably much
faster. It's the industry mandate from Visa and MasterCard that's requiring ATM deployers to upgrade
and/or replace their legacy terminals. In a nutshell, it's all about three waves of encryption, and it's
designed to make ATM transactions more secure.
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