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ABSTRACT

It is well known that the Transmission Control Protocol (TCP) congestion control has formed the backbone of
the Internet stability and has well tuned over years. Today the situation has changed, that is because the
internetworking environment become more complex than ever, resulting in changes in TCP congestion control
are produced and still in progress without altering the fundamental underlying dynamics of TCP congestion
control. This paper is an attempt to covers and compares the various aspects of congestion control algorithms
which have been published and considered. It includes TCP congestion control motivation, architecture,
algorithms, and performance.

KEYWORDS: TCP congestion control, Slow Start algorithm, Modified Swift Start, performance comparisons
of different TCP congestion control.

I. INTRODUCTION

Since more than three decades Cerf and Kahn initiated the first work of Transmission Control
Protocol (TCP) [1], the Internet Engineering defined the TCP standard in the Request of Comment
(RFC) standards document number 793 (RFC 793) [2]. Then, the original specifications written in
1981 was based on earlier research and experimentation in the original Advanced Research Project
Agency Network (ARPANET). In 1986 V. Jacobson observed what is called by congestion collapse,
and well known slow-start and congestion avoidance algorithms proposed in 1988 [3], however, the
design of TCP was heavily influenced by what has come to be known as the end-to-end argument
[4,5]. So, the networking community has proposed hug enhancement and optimization to the original
proposition in order to make TCP more efficient in large variety of network conditions and
technologies [6,7]; wireless links, asymmetric links, and very high speed and long delay links [8-10].
Despite the fact that TCP is a stable and mature protocol, and has been well tuned over years, small
changes in its congestion control are still in progress to avoid unnecessary retransmit timeouts, to
reverse the responses to reordered packets, to allow viable mechanisms for corruption notification,
..etc., without altering the fundamental underlying dynamics of TCP congestion Control [11].

However, the current TCP congestion control algorithm has proved remarkably durable, it is likely to
be less effective on next generation networks featuring gigabit speed connectivity and heterogeneous
traffic and sources. These consideration have led to widespread acceptance that new congestion
control algorithms must be developed to accompany the realization of next generation systems and
perhaps also to better exploit the resources of existing networks [12]. During the last two decades,
several congestion control algorithms have been proposed to achieve network stability, fair bandwidth
allocation and high resource utilization. However, several more aggressive versions of the TCP have
been proposed which leave the Additive Increase Multiplicative Decrease (AIMD) paradigm to
achieve network stability, fair bandwidth allocation and high resource utilization, so there are many
up to date and old research papers have been published [13-53], and same or more are still in
progress, all of them investigate and discuss the congestion control mechanisms in the Internet which
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consists of the congestion window algorithms of TCP, running at the end-systems, and Active Queue
Management (AQM) algorithm at routers, seeking to obtain high network utilization, small amounts
of queuing delay, and some degree of fairness among users. We have to mention here that the
motivation is to adapt TCP to networks with very large bandwidth delay products.

The organization of manuscript is as follow, in section 2, the background and motivation would be
presented. Section 3 comparison between congestion control simulation results and describes their
main features and limitations. The conclusion is given in section 4.

II. BACKGROUND AND MOTIVATION

It is well known that network congestion control occurs when too many sources attempt to send data
at too high rates. At the sender end, this is detected by packet loss. Due to congestion, the network
experiences large queue delays and consequently the sender must retransmissions in order to
compensate for the lost packets. Hence the average transmission capacity of the upstream routers is
reduced. A TCP connection controls its transmission rate by limiting its number of unacknowledged
segments; the TCP window size W. TCP congestion control is based on dynamic window adjustment.
The TCP connection is begins in slow start phase the congestion window is doubled every RTT until
the window size reaches slow-start threshold. After this threshold, the window is increased at a much
slower rate of about one packet each RTT. The window cannot exceed a maximum threshold size that
is advertised by the receiver. If there is a packet loss then the threshold drops to half of the present
value and the window size drops to the one Maximum Segment Size (MSS). A congestion avoidance
mechanism maintains the network at an operating point of low delay and high throughput.

However, there are four basic congestion algorithms that should be included in any modern
implementation of TCP, these algorithms are: Slow Start, Congestion Avoidance, Fast Retransmit,
and Fast Recovery [54]. The last two algorithms were developed to overcome the short comings of
earlier implementations, like TCP Tahoe [55], where TCP Tahoe was getting into the slow start phase
every time a packet was lost and thus valuable bandwidth was wasted and the slow start algorithm is
used to gradually increase the size of the TCP congestion window. It operates by observing that the
rate at which new packets should be injected into the network is the rate at which the
acknowledgments are returned by the other end.

Indeed, a modern TCP implementation that includes the above four algorithms is known as TCP Reno
which is the dominant TCP version. J.C. Hoe [56] modified the Reno version of TCP to improve the
start up behavior of TCP congestion control scheme. These improvements include finding the
appropriate initial threshold window (ssthresh) value to minimize the number of packets lost during
the start up period and creating a more aggressive fast retransmit algorithm to recover from multiple
packet losses without waiting unnecessarily for the retransmission timer to expire. We have to
mention here that the TCP Reno is like TCP Tahoe except that if the source receives three "duplicate”
ACKs, it consider this indicative of transient buffer overflow rather than congestion, and does the
following: (1) it immediately (i.e., without waiting for timeout) resends the data requested in the
ACK; this is called fast retransmit. (2) it sets the congestion windows and slow start threshold to half
the previous congestion window (i.e., avoids the slow start phase) this is called fast recovery. The two
variable congestion window (CWND) and slow start threshold (ssthresh), are used to throttle the TCP
input rates in order to much the network available bandwidth. All these congestion control algorithms
exploit the Additive Increase Multiplication Decrease (AIMD) paradigm, which additively increases
the CWND to grab the available bandwidth and suddenly decreases the CWND when the network
capacity is hit and congestion is experienced via segment losses, i.e., timeout or duplicate
acknowledgments. AIMD algorithms ensure network stability but they don't guarantee fair sheering of
network resources [57-59]. The next section will highlight the comparison of different versions of
TCP.

2.1. A Transmission Control Protocol and Congestion Control

TCP congestion control was introduced into the Internet in the late 1980's by Van Jacobson,
roughly eight years after the TCP/IP protocol stack had become operational. Immediately preceding
this time, the Internet was suffering from congestion collapse hosts would send their packets into the
Internet as fast as the advertised window would allow, congestion would occur at some router causing
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packets to be dropped, and the hosts would timeout and retransmit their packets, resulting in even
more congestion. Broadly speaking, the idea of TCP congestion control is for each source to
determine how much capacity is available in the network, so it knows how many packets it can safely
have in transit. Once a given source has this many packets in transit, it uses the arrival of an
acknowledgment (ACK) as a signal that one of its packets has left the network, and it is therefore safe
to insert a new packet into the network without adding to the level of congestion. By using ACKs to
pace the transmission of packets, TCP is said to be self clocking. Of course, determining the available
capacity in the first place is no easy task. To make matters worse, because other connections come
and go, the available bandwidth changes over time, meaning that any given source must be able to
adjust the number of packets it has in transit. The rest of this section describes the algorithms used by
TCP to address these, and other, problems.

2.2. B Additive Increase/Multiplicative Decrease (AIMD)

AIMD, Additive Increase, Multiplicative Decrease. Congestion control algorithm. (RFC 2914) In the
absence of congestion, the TCP sender increases its congestion window by at most one packet per
Round Trip Rime (RTT). In response to a congestion indication, the TCP sender decreases its
congestion window by half. More precisely, the new congestion window is half of the minimum of
the congestion window and the receiver's advertised window. A congestion control strategy that only
decreases the window size is obviously too conservative. We also need to be able to increase the
congestion window to take advantage of newly available capacity in the network. This is the
““additive increase" part of the mechanism, and it works as follows. Every time the source
successfully sends a CongestionWindow's worth of packets that is, each packet sent out during the last
RTT has been ACK'ed it adds the equivalent of one packet to CongestionWindow. This linear
increase is illustrated in Figure 1.

Source Destination

Figurel Packets in Transit during Additive Increase: Add one Packet each RTT.

Note that in practice, TCP does not wait for an entire window's worth of ACKs to add one packet's
worth to the congestion window, but instead increments CongestionWindow by a little for each ACK
that arrives. Specifically, the congestion window is incremented as follows each time an ACK arrives:

Increment = (MSS xMSS)/CongestionWindow
CongestionWindow += Increment

That is, rather than incrementing CongestionWindow by an entire MSS each RTT, we increment it by
a fraction of Maximum Segment Size (MSS) every time an ACK is received. Assuming each ACK
acknowledges the receipt of MSS bytes, then that fraction is MSS/CongestionWindow.
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This pattern of continually increasing and decreasing the congestion window continues throughout the
lifetime of the connection. In fact, if you plot the current value of CongestionWindow as a function of
time, you get a ~~sawtooth" pattern, as illustrated in Figure 2. The important thing to understand about
additive increase/multiplicative decrease is that the source is willing to reduce its congestion window
at a much faster rate than it is willing to increase its congestion window. This is in contrast to an
additive increase/additive decrease strategy in which the window in incremented by 1 packet when an
ACK arrives and decreased by 1 when a timeout occurs. It is has been shown that additive increase /
multiplicative decrease is a necessary condition for a congestion control mechanism to be stable.
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Figure 2 Typical TCP sawtooth pattern.

2.3. C Slow Start Algorithm

Simply slow start operates by observing that the rate at which new packets should be injected into the
network is the rate at which the acknowledgments are returned by the other end. To control this, slow
start uses the congestion window "CWND". When a new connection is established with another host,
the congestion window is initialized to one segment (i.e., the segment size announced by the other
end, or the default, typically 536 or 512). Each time an ACK is received, the congestion window is
increased by one segment as shown in Figure 1. The sender can transmit up to the minimum of the
congestion window “CWND” and the advertised window “RWND”. The former is based on the
sender's assessment of perceived network congestion; the latter is related to the amount of available
buffer space at the receiver for this connection. The sender starts by transmitting one segment and
waiting for its ACK. When that ACK is received, the congestion window is incremented from one to
two, and two segments can be sent. When each of those two segments is acknowledged, the
congestion window is increased to four. This provides an exponential growth, although it is not
exactly exponential because the receiver may delay its ACKs, typically sending one ACK for every
two segments that it receives. At some point the capacity of the Internet can be reached, and an
intermediate router will start discarding packets. This tells the sender that its congestion window has
gotten too large.
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Figure 3 Packets in Transit During Slow Start.
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2.4. D Congestion Avoidance

The assumption of the algorithm is that packet loss caused by noise is very small (much less than
1%); therefore the loss of a packet signals congestion somewhere in the network between the source
and destination. There are two indications of packet loss: a timeout occurring and the receipt of
duplicate ACK as mentioned above. Congestion avoidance and slow start are independent algorithms
with different objectives. But when congestion occurs TCP must slow down its transmission rate of
packets into the network, and then invoke slow start to get things going again. In practice they are
implemented together. Congestion avoidance and slow start require that two variables be maintained
for each connection: a congestion window, “CWND”, and a slow start threshold size, “ssthresh”. The
combined algorithm operates as follows:
1.Initialization for a given connection sets CWND to one segment and ssthresh to 65535 bytes.
2.The TCP output routine never sends more than the minimum of CWND and the receiver's
advertised window RWND.
3.When congestion occurs (indicated by a timeout or the reception of duplicate ACKs), one-half of
the current window size (the minimum of CWND and RWND, but at least two segments) is saved in
ssthresh. Additionally, if the congestion is indicated by a timeout, CWND is set to one segment (i.e.,
slow start)
4.When the other end acknowledges new data, increase CWND, but the way it increases depends on
whether TCP is performing slow start or congestion avoidance. If CWND is less than or equal to
ssthresh, TCP is in slow start; otherwise TCP is performing congestion avoidance.
Figure 4 shows the congestion window for slow start and congestion avoidance. Slow start has
CWND begin at one segment, and be incremented by one segment every time an ACK is received.
As mentioned earlier, this opens the window exponentially: send one segment, then two, then four,
and so on. When a timeout occurs, the congestion avoidance starts. The congestion avoidance
increases the CWND be according to equation (1) as specified in [60].

CWND +=SMSS * SMSS/CWND (1)
Each time an ACK is received, Where SMSS is the Sender Maximum Segment Size and CWND is
maintained in bytes. This is a linear growth of CWND, compared to slow start's exponential growth.
The increase in CWND should be at most one segment each round-trip time RTT (regardless how
many ACKs are received in that RTT), whereas slow start increments CWND by the number of ACKs
received in a round-trip time.
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Figure 4 The Congestion Window versus Time for Slow Start and Congestion Avoidance.

2.5.E Fast Retransmit (TCP Tahoe)

Modifications to the congestion avoidance algorithm were proposed in 1990 [60], before describing
the change, realize that TCP may generate an immediate acknowledgment (a duplicate ACK) when an
out-of-order segment is received. This duplicate ACK should not be delayed.
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Figure 5 Fast Retransmission

The purpose of this duplicate ACK is to let the other end know that a segment was received out of
order, and to tell it what sequence number is expected. Since TCP does not know whether a duplicate
ACK is caused by a lost segment or just a reordering of segments, it waits for a small number of
duplicate ACKs to be received. It is assumed that if there is just a reordering of the segments, there
will be only one or two duplicate ACKs before the reordered segment is processed, which will then
generate a new ACK. If three or more duplicate ACKs are received in a row, it is a strong indication
that a segment has been lost. TCP then performs a retransmission of what appears to be the missing
segment, without waiting for a retransmission timer to expire, this is shown in Figure 5.

Figure 6 shows the congestion window versus time for TCP Tahoe, it’s the same as Figure 4 because
Tahoe modification only changes how to detect time out, but the TCP behavior responding to that
time out does not changed.

Congestion window (bytes)

Time

Figure 6 Congestion Window versus Time for TCP Tahoe

2.6.F Fast Recovery (TCP Reno)

After fast retransmit sends what appears to be the missing segment, congestion avoidance, but not
slow start is performed. This is the fast recovery algorithm whose behavior is shown in Figure 7 [61].
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Figure 7 Congestion Window versus Time for TCP Reno

It is an improvement that allows high throughput under moderate congestion, especially for large
windows .The reason for not performing slow start in this case is that the receipt of the duplicate
ACKs tells TCP more than just a packet has been lost. Since the receiver can only generate the
duplicate ACK when another segment is received, that segment has left the network and is in the
receiver's buffer. That is, there is still data flowing between the two ends, and TCP does not want to
reduce the flow abruptly by going into slow start.
The fast retransmit and fast recovery algorithms are usually implemented together as follows [60].
1-When the third duplicate ACK in a row is received, set ssthresh to one-half the current congestion
window, CWND, but no less than two segments. Retransmit the missing segment. Set CWND to
ssthresh plus 3 times the segment size

CWND-= ssthresh + 3 * SMSS )
This inflates the congestion window by the number of segments that have left the network and which
the other end has cached.
2-Each time another duplicate ACK arrives, increment CWND by the segment size. This inflates the
congestion window for the additional segment that has left the network. Transmit a packet, if allowed
by the new value of CWND.
3-When the next ACK arrives that acknowledges new data, set CWND to ssthresh (the value set in
step 1). This ACK should be the acknowledgment of the retransmission from step 1, one round-trip
time after the retransmission. Additionally, this ACK should acknowledge all the intermediate
segments sent between the lost packet and the receipt of the first duplicate ACK. This step is
congestion avoidance, since TCP is down to one-half the rate it was at when the packet was lost.
Figure 8 shows the sent segment sequence number for slow start TCP, TCP Tahoe and TCP Reno. It
is clear that TCP Reno is faster than TCP Tahoe and TCP Tahoe is faster than slow start only.
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Figure 8 Sent Segment Sequence number for Slow Start TCP, TCP Tahoe and TCP Reno
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2.9.G Swift Start TCP [62]

In a trial to solve the startup problems in slow start, BBN Technologies designed an algorithm called
Swift Start [62, 63] (which will be discussed later), which is a combination of packet-pair [64] and
packet-pacing [65] technique. Packet pair is used to estimate the path bottle neck bandwidth based on
the spacing between two initial acknowledgments (ACKs) from data that have been sent in immediate
succession. The algorithm provides an estimation of the current network bandwidth, thus allowing a
TCP connection to obtain the network capacity much faster than slow start. Packet pacing is a
technique that uses an estimated RTT to spread out packets across an RTT, avoiding bursts of packets
that are released to the network, and to establish an initial self-clocking process. An extensive studies
have been done to the Original Swift Start (OSS) algorithm, and improve its drawbacks [66].

III. SIMULATION RESULTS COMPARISON

The simulation results of OSS (Original Swift Start) algorithm shows that it has a lot of drawbacks,
which make it inefficient, so we've proposed a modification to that algorithm to overcome these
drawbacks, and then we have compared between the performances of the Original Swift Start,
Modified Swift Start (MSS) and that of the Slow Start in different network cases studies as shown in
Figure 9.

Figure 10 shows the amount of data sent versus the number of RTTs. It is clear that the modified swift
start throughput is better than that of slow start also in both cases, because the modified swift start
estimates the congestion window faster.
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Figure 9 Congestion Window versus Number of Roundtrip Times for (RTT=0.1 Sec, C=1544000 Bps).
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Figure 10 Throughput versus Number of RTT for (RTT=0.1 Sec, C=1544000 Bps)
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Figure 11 shows the amount of data sent versus the number of RTTs. It is clear that the modified swift
start throughput is better than that of slow start also in both cases, because the modified swift start
estimates the congestion window faster.
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Figure 11 Throughput versus Number of RTT for (RTT=0.1 Sec, C=1544000 Bps)

Figure 12 shows that as RTT/t increase, the number of RTTs which are needed to reach ssthresh
decreases for the modified swift start in both cases of using DACK and without using DACK, while it
is constant for the slow start. For the original swift start the number of RTTs which are needed to
reach ssthresh depends on wither DACK is used or not.

The modified swift start is suitable for high delay-bandwidth product networks because as the
bandwidth increases 1t decreases, and for long networks RTT is very large. However for high delay
bandwidth product networks RTT/ 1 is very large and TCP needs few RTTs. If RTT/ © > 45, then TCP
will reach ssthresh after the first RTT.
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Figure 12 Number of RTTs which is needed to reach ssthresh Versus RTT/x.

Table 1 shows both the congestion window and the throughput until the n RTT for different values
of RTT/t and n=2, 4 and 6 RTT. Note that Table 1 does not consider the effect of the ACK path on
the OSS in other words it considers 6 = 0.

Table 1 shows that

[ For small value of RTT/t the CWND and B for slow start is better than that of MSS, which
means that for low delay bandwidth product the MSS is inefficient.
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. As RTT/t increases the CWND and throughput of the MSS getting better than that of slow
start and OSS for certain value of n. which mans that as the delay bandwidth product increases the
MSS gets more inefficient.

IV. CONCLUSION

The simulation results which have been produced indicate that the modified swift start has succeeded
in estimating the path capacity and the congestion window quickly. At the same time it has overcome
the errors that can affect that estimate. The modified swift uses the modified packet pair algorithm to
quickly estimate the congestion window which results in faster connections start up and faster
utilization of the bandwidth especially for high delay-bandwidth product network paths, and it uses
the packet pacing in the first and the second RTTs to clock the packet transmission over each RTT in
stead of sending the window in burst. This pacing avoids overwhelming the intermediate routers.

The modification which introduced in this research was succeed to avoid the error sources in the
original swift start algorithm such as using DACK algorithm and the effect of ACK path on the
original swift start. The modification avoids these errors and makes the modified swift start applicable
in real networks. The drawback of that modification is that it adds 8 bytes of redundant traffic for each
connection. This redundant traffic may cause overflow on networking devices buffers. However, the
modified swift start algorithm combines three algorithms to enhance the connection start up, it uses
packet pair to quickly estimate the available bandwidth and calculate the congestion window, then
uses pacing to avoid overflowing the networking nodes that may occur if this window sent in burst,
and then uses slow start to try using the available buffers capacity on the networking nodes. The
algorithm avoids the drawbacks of each algorithm by using all of them each in suitable time.

Table 3-1 The Congestion Window (CWND) and Throughput (B) at the n"™ RTT for Different Values of RTT/t

Slow Start 058 MSS
DACK | RTT/T CWND B CWND B CWND B

n=2| n=4 | n=6 | n=2 n=4 n=6 | n=2| n=4 | n=6 | n=2 n=4 n=6 n=2 | n=4 | n=6 | n=2 n=4 n=6

5 5 14 Ell 5 8.25 14 5 IEE a 8.25 14 5 12 2B 4.5 7 1167

10 5 14 Ell 5 8.25 14 5 14 | 3 5 8.25 14 10 23 a1 7 13 22 67

15 f 14 Ell 5 B8.25 14 f 14 | 3 = 8.25 14 15 34 76 9.5 19 3367

20 f 14 Ell 5 B.25 14 f 41 3 = 8.25 14 20 45 | 102 12 2475 | 44F7

E 25 f 14 kLl 5 B8.25 14 f 14 | 3 a 8.25 14 25 67 | 127 | 146 | 3075 | B5E7
= 30 f 14 Ell 5 B8.25 14 f 14 | 3 a 8.25 14 Eli] 3 | 152 17 675 | BBEY
35 5 14 Ell 5 8.25 14 5 14 | 3 5 8.25 14 35 73 ) 178 | 195 | 4275 | F7ET

40 f 14 Ell 5 B8.25 14 f 14 | 3 a 8.25 14 40 90 | Q03| 22 48.5 a8.67

45 5 14 Ell 5 8.25 14 5 14 | 3 5 8.25 14 45 | 102 | 228 | 245 | 545 99 67

50 5 14 Ell 5 0.25 14 5 14 | 3 a 8.25 14 a0 | 113 | 254 | 27 B0.5 110.7

5 a 32 128 4] 15 42 5 20 | an 45 975 26.5 5 20 a0 45 975 265

10 a 32 128 4] 15 42 10 40 | 160 7 18.5 52.33 10 40 | 1E0 7 18.5 52.33

15 a 32 128 B 15 42 15 B0 | 240 ) 95 | 2725 | 7817 15 B0 | 240 | 895 | 2725 | 787

= 20 a 32 128 B 15 42 20 B0 | 320 12 36 104 20 a0 | 320 12 36 104
E 25 a 32 128 b 15 42 26 | 100 | 400 | 1456 | 4475 1298 25 | 100 | 400 | 145 | 4475 1298
s 30 g 32 128 b 15 42 30 | 120 | 480 17 535 1857 30 | 120 | 480 17 5315 1857
= 35 g 32 128 b 15 42 35 | 140 | 560 | 195 | B2.25 181.5 35 | 140 | 560 | 195 | B2.25 181.5
40 a 32 128 4] 15 42 40 | 160 | G40 | 22 71 207.3 40 | 160 | 640 | 22 71 207.3

45 a 32 128 B 15 42 45 | 180 | 720 | 245 | 7975 | 2332 45 | 180 | 720 | 245 | 7975 | 2332

50 a 32 128 4] 15 42 50 | 200 | 800 | 27 a8.5 259 A0 | 200 | 800 | 27 88.5 269
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