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ABSTRACT 

For existing hierarchical network, the network is partitioned into smaller networks where each level is 

responsible for its own routing but no security and flow control mechanisms has been provided while routing 

the information, i.e. there is no investigation of ensuring security for hierarchical network routing. Hierarchical 

routing is used in internet routing such as OSPF.  This paper proposes a method of providing both Security, 

Flow control and Routing analysis for Hierarchical Network Routing using Private Key Encryption and flow 

control mechanism to minimize packet loss. Joint analysis of Security, Flow control and Routing is used as it 

reveals the weaknesses in the network that remain undetected, when Security, Flow control mechanisms and 

Routing protocols are analyzed independently. A simulation result demonstrates the effectiveness of the 

proposed method in terms of delay, throughput. 

KEYWORDS:  Authentication, Delay, Hierarchical Routing, Network Security, Flow Control, Packet Loss 

and Network Congestion.  

I. INTRODUCTION 

HIERARCHICAL NETWORK ROUTING is a promising approach for point to point routing in networks 
based on hierarchical addressing. Hierarchical Routing was mainly devised to reduce memory 
requirements over large topologies. This topology is broken down into several Layers, thus 
downsizing the load on the routers. The router consists of routing table, the length of the routing table 
must be as small as possible and also the information that these routing table contains must be 
confidential from other routers. Hence, routers must ensure security. Private Key encryption is 
Symmetric Encryption. In symmetric encryption, a secret-key is used for providing security and for 
authenticating the user. A secret-key must be same at both sender and the receiver.  Flow control is 
the process of managing the amount of data sent between two nodes to prevent a fast sender from 
outrunning the receiver. Classical flow control techniques depend on buffer size. This also involves a 
lot of message transmission from the receiver to the sender. Considerable overhead occurs under 
normal operation. If the receiver’s buffer outruns, packet loss occurs. Packet loss can also occur due 
to network congestion, distance between sender and receiver. It is not possible to remove packet loss 
altogether. The fraction of lost packets increases as the traffic intensity increases. Of particular 
importance in understanding the dynamics of packet loss behaviour since it can have significant 
impact on TCP and UDP applications. Although sliding window based flow control is relatively 
simple, it has several conflicting objectives. The problem is finding an optimal value for the sliding 
window that provides good throughput, yet does not overwhelm the network and the receiver [7]. 
Packet Loss ratio is among the most important metrics for identifying poor network conditions, since 
it affects data throughput performance and the overall end-to-end data transfer quality. In our method, 
information will be sent to different router in a hierarchical manner when secret-key is matched and 
packet loss percentage is calculated and this information is used to control the next set of data to be 
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sent. The rest of the paper is organized as follows: Section 2 provides literature survey on hierarchical 
routing, flow control and hierarchical security. Section 3 introduces the proposed method of providing 
security, packet loss issues and authenticating the nodes for Hierarchical Network Routing using 
Symmetric Encryption. Section 4 shows the simulation results. This paper is finalized in section 5. 
This is followed by the Acknowledgement and References. 

II. LITERATURE SURVEY 

2.1. Hierarchical Routing 

Hierarchical routing is the procedure of arranging routers in a hierarchical manner. The complex 
problem of routing on large networks can be simplified by breaking a network into a hierarchy of 
smaller networks, where each level is responsible for its own routing [5]. The advantages of 
hierarchical routing are as follows: It decreases the complexity of network topology, increases routing 
efficiency, causes much less congestion, and a reduction of topology information for minor nodes. 
The representation of hierarchical routing is shown in Figure 1 [4]. 

 

Figure 1. Hierarchical Routing  

2.2. Security 

Hierarchical Security allows security to be applied collectively to all the nodes in a hierarchy, without 
having to be defined redundantly for each node. Security goals guarantee the confidentiality, 
integrity, authenticity, availability and freshness of data [4]. 

2.3. Flow Control 

Flow control enhances the rate at which the packets are sent to the neighbouring nodes in a 
hierarchical manner, by using packet loss data, hence minimising future packet loss and congestion 
control. The representation is shown in Figure 2. 

 

Figure 2. Packet Loss Measurement 

III. PROPOSED METHOD 

The purpose of this paper is to provide security in hierarchical network routing and flow control 
mechanism to minimize packet loss thus enhancing throughput of the packets. Many previous 
Hierarchical routing protocols assume a safe and secure environment where all nodes cooperate with 
no attack present. But the real world environment is totally opposite; there are many attacks that affect 
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the performance of routing protocol. To overcome this we ensure security and authenticity using 
Symmetric encryption. In our method every node is provided with a Secret-key. Every time the 
exchange of information takes place between the nodes, a secret-key should be matched. i.e., when a 
root node has to send information to its lower nodes then a secret key should be matched. Only then 
the information will go the respective lower nodes. The receiver follows the hierarchical routing 
protocol. When a data is received from a sender, a secret-key is asked for security purpose and for 
authenticating the node user, based on this information provided, the data is actually received to the 
main root node. For this information to be further sent to the lower nodes, a secret-key is asked by the 
root node to continue sending to the lower nodes and also for authentication. Now the information is 
sent to the lower nodes. Further if they want to send to their respective nodes, the same procedures 
will take place. Hence, both security and routing is achieved together in a hierarchy. Fig 3 shows the 
block representation of the work undertaken.  

 
Figure 3. Block Representation of proposed method. 

 
In the proposed method, between two nodes we calculate end to end packet loss and utilize this to 
transmit the next set of data. Input data is broken down into packets. The input data in this case is 
considered to be a file. These packets are sent to the Queue. Packet loss is created here in the Queue. 
The remaining packets are sent to the receiver. Packet Loss Measurement module first computes the 
amount of packets lost. When data is asked in the next session, amount of data to be sent then depends 
on the historical /previous transaction’s estimation of packet loss. For the current data set, packet loss 
percentage is calculated. For the next data set, the amount of packets that would be lost is estimated. 
These many packets would then be deducted from the data set to be sent , thus enabling the sender to 
send only as much the receiver can receive. The remaining amount of data can be sent after an 
optimum amount of times. 

IV. SIMULATION 

4.1. Performance Metric 

The performance of the proposed algorithm is evaluated through Delay, Throughput and Memory 
utilization. The delay is the expression of how much time it takes for a packet of data to get from one 
designated point to another. Latency in a packet-switched network is measured either one-way (the 
time from the source sending a packet to the destination receiving it), or round-trip (the one-way 
latency from source to destination plus the one-way latency from the destination back to the source). 
Throughput or network throughput is an average rate of successful message delivery over a 
communication channel. The throughput is usually measured in bits per second (bits/or bps), and 
sometimes in data packets per second or data packets per time slot. Bandwidth-Delay product refers to 
the product of a data link’s capacity (in bits per second) and its end-to-end delay (in seconds). The 
result, an amount of data measured in bits (or bytes), is equivalent to the maximum amount of data on 
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the network circuit at any given time. Memory Utilization is the amount of memory consumed for the 
implementation of the method. 

4.2. Simulation Setup 

We compare the proposed method with existing Hierarchical Routing .We use MATLAB to evaluate 
the performance of the proposed method. Results are shown using line graphs.  

4.3. Simulation Results 

Figure 4 shows the delay estimate in the proposed method as well as the existing method. It can be 
easily seen that the delay in the proposed method is much lesser than that of the existing Hierarchical 
method. Figure 5 shows the throughput in proposed method as well as the existing method. The 
throughput is seen to be more than the existing method since the delay is found to be less. Figure 6 
shows the memory utilization .The proposed method uses more memory than the existing system. 
This needs to be optimized and is seen as a future work.  
 

      
Figure 4. Delay                                                                Figure 5.Throughput 

 

 

Figure 6. Memory Utilization 
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V. CONCLUSIONS 

In this paper, flow control mechanism and security has been provided to the hierarchical routing, 

hence achieving security, flow control and routing in the hierarchical network. The main advantage of 

this approach is securing, minimizing packet loss and authenticating the individual node in the 

hierarchical network. Other advantage is to reduce the packet loss and topology information to the 

minor node, thus increasing the performance. 
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