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ABSTRACT 
Recently, network security has become a key issue in information technology as there is increasing in security 

threats. A variety of intrusion detection systems (IDS) have been proposed for protecting computers and 

networks from malicious network-based or host-based attacks. A network intrusion detection system monitors 

traffic on a network looking for suspicious activity, which could be an attack or unauthorized activity.  Most of 

the researchers were used KDD99 dataset but in this paper we are creating our own dataset by real time packet 

capturing. We use Naïve bayes classifier for intrusion detection which classifies whether the attack is present or 

not. 
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I. INTRODUCTION  

An intrusion detection system refers to the instruments that are developed to detect infringement of 

system security policy. Intrusive activities are observed different from normal activities and thus it is 

noticeable. It is not introduced to replace the prevention based methods such as authentication and 

access control. It is proposed to complement existing security measures and detect actions that bypass 

the security monitoring and control component of the system. Basically an intrusion detection would 

cause of loss of integrity confidentiality, denial of resources, or unauthorized use of resources which 

include  the some of these are  illegal modifications of system files so as to facilitate illegal access to 

either system or user information. Not permitted modifications of tables or other system information 

in network components unauthorized use of computing resources [1]. Intrusion detection system 

should able to detect different types of attacks and must not recognize any legitimate activity as an 

attack. At the same time, the IDS must not fail to recognize any real attacks. 

The early intrusion was implemented for host-based that located in servers to examine the internal 

interfaces [2]-[4], latter the focus was shifted toward network-based. Network based  intrusion 

detection system  performs packet logging, real-time traffic analysis of IP network, and tries to 

discover if an intruder is attempting to break into the system [5]-[7]. Basically there are two types of 

detection models misuse and anomaly are commonly using by IDS. The Misuse detection model 

performs simple pattern matching techniques to match an attack pattern corresponding to known 

attack patterns in the database and produces very low false positives. Anomaly detection model 

identifies new attacks by evaluate the anomalous behaviors from normal behaviors [8], and achieves 

high detection rates for new attacks, but produces many false positives (FP). Anomaly based IDS 

generate rules by observing collected audit data that is the records of activities generated by the 

operating system. Currently adaptive intrusion detection aims to solve the problems of analyzing the 

huge volumes of audit data and realizing performance optimization of detection rules [9]-[13]. 

Intrusion Detection System plays vital role of detecting various kinds of attacks and secures the 

networks. Naïve bayes classifier is a simple probabilistic classifier based on applying bayes theorem 

with strong independence assumptions. Naive bayes classifiers have worked quite well in many 

complex real-world situations. 

http://www.wikipedia.org/wiki/Classifier_(mathematics)
http://www.wikipedia.org/wiki/Bayes%27_theorem
http://www.wikipedia.org/wiki/Statistical_independence
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The rest of the paper is organized in the following manner; Section 2 describes related work on   

intrusion detection system, Section 3 describes our proposed method and section 4 presents the 

experimental results. Finally, section 5 provides the concluding remarks and future scope of the work. 

II. RELATED WORK 

Panda and Patra [14] proposed a framework of NIDS based on Naïve bayes algorithm. It performs 

better in terms of false positive rate, cost, and computational time when applied to KDD99 dataset 

compared to a back propagation neural network based approach. Yoshimasa Tsuruokaand Junichi 

Tsujii [15] have combined the Naive bayes classifier with the well-established EM algorithm to 

exploit the unlabeled data.  A class distribution constraint is introduced into the iteration process of 

the EM algorithm. This constraint keeps the class distribution of unlabeled data consistent with the 

true class distribution estimated from labeled data, preventing the EM algorithm from converging into 

an undesirable state. A new learning algorithm for adaptive network intrusion detection using Naive 

Bayesian classifier and decision tree is presented, which performs high detection rates (DR) and 

significant reduce false positives (FP) for different types of network intrusions using limited 

computational resources[16].In [18], authors developed Decision Support in Heart Disease Prediction 

System using Naive Bayesian Classification technique. The system extracts hidden knowledge from a 

historical heart disease database. This model could answer complex queries, each with its own 

strength with respect to ease of model interpretation, access to detailed information and accuracy. 

For a wide range of benchmark datasets, Naive bayes models learned using EM has accuracy and 

learning time comparable to Bayesian networks with context-specific independence [21].  

Naive bayes inference is orders of magnitude faster than Bayesian network inference using Gibbs 

sampling and belief propagation. Puttini et al. [22] have presented a new anomaly IDS design using a 

parametric mixture model for behavior modeling and Bayesian based detection. Continuous model 

update is accomplished by model parameter re-estimation. Their preliminary experiments show that 

proposed algorithms present real-time feasibility with no special hardware requirement. 

Intrusion detection is the process of monitoring and analyzing the events in computer systems or 

networks to discover the signals of possible incidents, which attempt to compromise the 

confidentiality, integrity, and availability of computer resources [16]. There are two types of intrusion 

detection systems that employ one or both of the intrusion detection methods. Host-based systems 

base their decisions on information obtained from a single host, while network-based intrusion 

detection systems obtain data by monitoring the traffic in the network to which the hosts are 

connected. 

III. THE PROPOSED MODEL 

Naive bayes Rule is the basis for many machine-learning and data mining methods. This algorithm is 

used to create models with predictive capabilities. It provides new ways of exploring and 

understanding data. Generally, Naive bayes classifier technique is used when the data is high and 

when the attributes are independent of each other [18]. Naive bayes classifier algorithm is used to 

model normal and suspicious network activity. The Naive bayes classifier is a supervised learning 

algorithm based largely off of bayes Theorem, 

                                      P (A / B) P (B) 

               P (B / A) =  

                                            P (A) 

We can calculate the probability that an attack is occurring based on some data by first calculating the 

probability that some previous data was part of that type of attack and then multiplying by the 

probability of that type of attack occurring [20]. 

In this paper we are considering 3 attacks and 1 normal behavior of the packet as follows: 

 A SYN flood is a form of denial-of-service attack in which an attacker sends a succession of 

SYN requests to a target's system in an attempt to consume enough server resources to make 

the system unresponsive to legitimate traffic.    

 A UDP flood attack is a denial-of-service attack that can be initiated by sending a large 

number of UDP packets to random ports on a remote host.  

http://en.wikipedia.org/wiki/Denial-of-service_attack
http://en.wikipedia.org/wiki/SYN_(TCP)
http://en.wikipedia.org/wiki/Denial-of-service
http://en.wikipedia.org/wiki/Packet_(information_technology)
http://en.wikipedia.org/wiki/TCP_and_UDP_port
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 A TCP Data flood is the denial of service attack in which an attacker sends TCP data as fast 

as the air interface will allow. 

 Normal connections are generated by simulated daily user behavior. 

 

 

 
 

Figure 1: Proposed framework of NIDS 

The proposed framework of network intrusion detection system is shown in the Figure 1. The first 

step is scanning the packets from the network traffic. Capture the real time packets and assign the 

labels in order to create training dataset. Build the classifier model on training dataset and finally use 

the Naïve bayes classifier on real time data to detect the given packet is NORMAL or INTRUSION. 

IV. EXPERIMENTAL RESULTS 

In this paper we are creating our own dataset instead of using KDD99 dataset. The first step for 

creating dataset is packet capturing. Figure 2 shows the raw packet capturing.  

 

Figure 2: Raw packet capture 
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For training dataset, capture the real time data as shown in Figure 3, after packet capturing, we can 

add those captured packets into the dataset and manage the dataset by labeling the packets as normal 

or intrusion as shown in Figure 4.  

 

Figure 3: Real-time packet capture 

 

Figure4:Training dataset  
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Figure5: IDS using Naïve Bayes 

Finally, Figure 5 shows the IDS using Naïve bayes consists of incoming packets and detected packets. 

Incoming packets are the real time packets and detected packets are the intrusions detected from real 

time packets (data). Table 1 shows the experimental results of detecting attacks and the normal 

behavior of packets. 

Table 1.Experimental results 

Type Result (in %) 

SYN flood 90.46 

TCP data flood 92 

UDP flood 87.58 

Normal 96 

V. CONCLUSIONS AND FUTURE WORK 

Intrusion detection is very important part of network security. Many machine learning algorithms for 

intrusion detection require a training data set and most of the researchers use the KDD99 dataset. In 

this paper, we have proposed a framework of NIDS based on Naïve bayes algorithm. We are creating 

our own dataset by real time data capturing.  An experimental result shows that the proposed method 

is best for real time data. This work cane extended by using different classifiers in real time 

environment and also they can  extend this method for detecting different types of networking attacks 

in real time environment. 
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