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ABSTRACT

This paper describes a novel method of data embedding based on Pixel Pair Matching(PPM).In this paper we
have implemented two methods for hiding data, firstly is Optimal Pixel Adjustment Process (OPAP,)where pixel
X is embedded in k-bits of message m , using Least Significant Bit (LSB) substitution method by adjusting stego
pixel at optimal level. Secondly, is Diamond Encoding (DE),the important parameter used for embedding the
data in DE is Diamond Characteristic Value(DCV),which conceals secret digit in N-ary notational system when
k > 1.Comparison and Experimental results of OPAP and DE not only demonstrates acceptable image quality
but also provides significant improvements for different payloads. Diamond shape reveals that it is selective to
specific notational system but large amount of data can be embedded in the cover image maintaining
imperceptible stego-image quality.

KEYWORDS: Diamond Encoding (DE), Exploiting Modification Direction (EMD), Diamond Characteristic
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I. INTRODUCTION

Data hiding is a technique which imperceptibly embeds important data into media such as images,
voice, documents, etc. Data Hiding is defined by T. Morkel as follows, “Steganography is art and
science of invisible communication.” Since, images are popular media on internet; they are majorly
used as cover media for secret communication. The image which is used to hide the data is called
cover image/ host image. Image in which data is hidden is called stego image and image which is to
be concealed in the cover image is called as secret image [1]. Acceptable data hiding provides large
amount of data to be embedded in the cover image maintaining quality of stego image.

The most popular method of data hiding is Least Significant Bit method. There are basically two types
of LSB methods LSB replacement and LSB matching. In both the cases data to be hidden is
represented in binary form. Amount of data that can be embedded is called as embedding capacity and
distortion present during embedding is called as embedding distortion. LSB method has average
embedding capability. In this method each pixel of cover image is compared with data to be hidden
depending upon even and odd values of pixels, they are increased or decreased respectively or kept
unmodified. But because of this method, distortion during embedding increases, and results in
degradable image quality. It becomes very easy to detect the change in values, because all these
operations are performed on Least significant Bit [1][2] . In, 2001 Rang-Zan Wang et al. [3] proposed
image data hiding scheme by optimal LSB substitution and genetic algorithm. But when this
algorithm was implemented, Signal to Noise Ratio (SNR) obtained was much less than LSB
substitution in some cases. Due to LSB replacement, embedding distortion increases, hence OPAP is
conceptually defined as matching pixel to its optimal level was introduced. Basic concept of Pixel
Pair Matching is to provide a new value of pixel pair with respect to value of reference pixel pair
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according to the secret message digit and new value of pixel pair is replaced by secret digit[9]. In
other words pixel pair is used for embedding, first pixel is used to carry one message bit and second
pixel carries binary function related to it. In 2006, Mielikainen [4][5] proposed LSB matching method
but here, two pixels were used to carry two bits. Therefore, error calculated is (3/4)*(1%2) = 0.315 of
1bpp [5].Whereas LSB error is 0.5. in the same year Xinpeng Zhang et al. proposed EMD. In this
method, each secret digit present in (2n+1)-ary notational system where n = system parameter of
cover pixels. Secret message is in binary form but when it is represented in decimal form or value,
each secret digit is represented by K, in a (2n+1)-ary notational system[9]. In EMD, instead of
payload image quality is enhanced.

Il. RELATED WORKS

The image distortion is successfully reduced in OPAP compared to the LSB method. DE enhance the
payload of EMD by embedding digits in N -ary notational system. These two methods offer a high
payload with an acceptable stego image quality[9].The rest of this paper is organized as follows.
Section Il gives review of Exploiting Modification (EM) direction embedding skill. Section 11 will
give framework of implemented method called Optimal Pixel Adjustment Process (OPAP). Section
IV will present implementation of Diamond Encoding (DE). Quality analysis and comparison of
OPAP and DE in terms of SNR is presented in Section V. Section VI includes Conclusions and
Remarks.

I1l. REVIEW OF THE EXPLOITING MODIFICATION DIRECTION EMBEDDING
SCHEME

The EMD method was proposed by Xinpeng Zhang et al. in 2006, which enhanced the image quality
of stego image by fully exploiting the modification direction. The EMD method is described in [6][7].
The basic concept of EMD is n cover pixels carry (2n+1)-ary notational secret digit and only one pixel
value is changed i.e. increased or decreased by 1. In n cover pixels, for one pixel 2n states are possible
pixel value 1 is added or subtracted. But if no pixels are modified (2n+1) different cases are obtained.
Secret message (binary form) is segmented to L bits where L is given as

L= [K*logz(2n+1)] (8]
For e.g.
Secret message bits (1101 0110 1001) is segment as (23 11 14) in 5-ary rotational system where L=4
and K=2.
Let Py, Pxa,...Pxndenote value of pixel in a group extraction function (f) is given as follows[8]

f (Pus, ProPx) = [ 2 Pri*i ] 2)

If n=2,
f(Pa, Pre) = [Zizo  (Px*i) mod (2n+1)] ©)
=[Xizo (Px*i)mod5]
In EMD payload cannot be increased and it is limited to 5-ary notational system. For extraction, more
than one pixel needs to be modified, which affects overall performance. Hence OPAP is introduced.

IV. OPTIMAL PIXEL ADJUSTMENT PROCESS (OPAP)

This section describes the implemented technique based on PPM. Consider Py, Py, Pxi" represent
pixel values at i"" pixel in the host image H, stego image is given as S. Stego image S is calculated by
LSB substitution method. It is basically represented in [8]. LSB substitution works as follows[4][5]
Let,

8i =Pxi’ - Pxi 4

where, 6= embedding error
Cover or host image of M*N pixels is represented as
H = x; E{0,1,...255}
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Secret message M in K secret bit is
m={m;|0<i<n,m€ {0, 1}} (5)
Secret message is rearranged to form a virtual message of K-bit is denoted m’
m={m/|0<i<n,m/€ {0,1...2%1}} (6)

where, n'=M*N
For embedding LSB substitution method is used
m={m}
My = RETY Minice = 240 )
Therefore Stego image comprises of chosen pixel value x;; which stores K-bit of message my'. Stego
pixel is denoted by

Xi' = Xii - Xi*mod*2k +my’ (8)
Therefore Py is nothing but x;i". K is directly replaced by LSB of P, with secret message bit.
2K <81 < 2K 9

Therefore to convert Py’ to Py’ i.e. original pixel to stego pixel three cases are defined[6]
Case 1: (2¢'<&i< 2¢)

M= Pxi' - 2K s Py’ > 2%
= Py ; otherwise
Case 2: (-2¢1< § < 2K1)

Pxi" = Pxi’ ; for all
Case3: (-2< &< -2K1)
Py’ = P +2 ; Py’ < 256- 2¢
=Py ; otherwise

So for optimal pixel pair matching, P = pixel value, rLSB = rightmost bit of v, P’' = pixel value after
embedding rLSB using LSB substitutions described above (8). Aim of OPAP is to adjust P; to its
optimal level by decreasing embedding distortion.

P’ + 2rLSB : prLSB_ S> 2r—1 &P+ 2rLSB < 255
pr = { pr— 2rLSB - PrLSB -S> _2r-1 &P — 2rLSB > 0
P’ ; otherwise

After embedding if value of P =160 is changed to P” = 157 according to the above stated conditions.
It is proved that pixel pair is matched at optimum level. If last three bits of P" are extracted, embedded
data can be extracted very easily. But as value of K increases more than four, OPAP starts degrading
the image quality.

V. DIAMOND ENCODING (DE)

The basic concept of DE is based on Pixel Pair Matching. It is an extension of EMD method described
in section I1[7]. DE is used to conceal the secret digit in N-ary notational system into pixel pair where
N = 2k? + 2k + 1 when k > 1, where k is embedding parameter. Diamond Characteristic value is
calculated so that one secret N-ary digit is concealed.

Consider, size of cover image is m*m and secret message digit is D, N stands for N-ary notational
system. But embedding parameter k should satisfy the following condition[9]:

[ 118w (10)
Where, |Sn| represents no. of secret message digits in N-ary notational system[7]. Let a, b, x and y be
pixel values, the new set of pixel value which is to be found is called neighbourhood set denoted by Sk
(X, y), (a, b) is set of coordinates whose distance (X, y) is less than or equal to k[8].

Sk(xy)={(@b)[la-x[+[b-y|<k} (11)

|Sk| gives us value of embedded base with parameter k. Value of |S«| is defined by embedding
parameter k, when k=1, 2, 3...N; Sk obtained will be|S:|=5, [S:]=13, |Ssj=25...and so on
respectively[9].
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ISki= [(Zio(2i + 1)) + (T, 20 — 1)]
=1+ [(ZL1 2+ D) + (Bl 2 — 1)]
=1+ [, (40)]

-1+ k(k2+1) * 4

=1+ 2k (k+1)

=2k?+2k+1 (12)
Now, DCV is calculated for embedding and extracting process by using diamond function f. DCV is
calculated as follows

f(x, y)=((2k+1) *x +y) mod N (13)

when f(x’, y') = Sg then (X, y) is replaced by under flowing or overflowing, (x’, y’) must be adjusted
finely. Thus, four conditions of adjustments are as follows[8]
1. Ifx’ >255, xX'= x'-N
2. IfxX'<0,x=x"+N
3. Ify'>255, y=y -N
4. Ify'<0,y'=y" +N
In the diamond encoding method, when neighbourhood values are found, they form a diamond shape.
Payload is given by % log, (2k? + 2k + 1) bpp. So, it is proved that, pixel vector (x, y) does not go
beyond the value embedding parameter k even after embedding is completed. It is concluded that
maximum data can be embedded in the cover image without degrading the quality of the stego image.

VI. QUALITY ANALYSIS AND COMPARISON

Whenever any Stego image is created, some new data is embedded in the original/ cover or so called
Host image. Because of this embedding, pixel values are modified. To measure the quality of stego
image SNR, MSE, etc. are used. So, here, we are dealing SNR of OPAP and DE. SNR is defined as
the ratio of signal to noise between cover and stego image[9]. Larger value of SNR denotes better
stego image quality. Mathematically, SNR is defined as follows

T SIIE F1(x)]2

SNR=
o SRSl 10ey)—f(xy)]2

Where,

f(X ) _ Original Image
'y Cover Image or Host Image

Stego Image

fi(x,y) =

Secret or Embedded Image

SNR value in dB given by,
SNR¢e =10 l0og10SNR

VII. ANALYSIS OF SNR

7.1 LSB Substitution[8]
When bit is embedded in i LSB, SNR is given as: SNR|sg=
7.2 Optimal Pixel Adjustment Process [3]
The probability of | P - P”| lies in the range of [1, 2B - 1] is 1/2™5® : SNRopap =
7.3 Diamond Encoding [7]
Digits are embedded in N-ary notional system :
SNRpe =

(4r-1)

12
(4rLSB+2)

12

1 k— k—
INIy=0 Symyp X2+ Y2)+TP_ NV L (x2+ y2)

564 | Vol. 7, Issue 2, pp. 561-567



International Journal of Advances in Engineering & Technology, May, 2014.

O©IJAET ISSN: 22311963
_k(k+1)(k*+k+1)
T 3+6k(k+1)
Where,
X,y=New pixel pair which uses diamond shape, xi and yiis reference co-ordinates, k=Embedding
parameter
Table no.1 SNR of OPAP
Sr. Cover Size of cover image Secret image Size of secret image SNR with
No. image (bits) (bits) OPAP
(db)
1. Baboon 500x500 Lena 250%250 35.406
2. Kelly 500x500 Lena 250%250 33.833
3. Baboon 500x500 Pepper 250%250 35.370
4, Kelly 500x500 Pepper 250%250 33.917
Table no.2 SNR of DE
Sr. Cover Size of cover image Secret image Size of secret image SNR with
No. image (bits) (bits) DE
(db)
1. Baboon 500x500 Lena 250%250 39.479
2. Kelly 500x500 Lena 250%250 38.003
3. Baboon 500x500 Pepper 250%250 39.485
4, Kelly 500x500 Pepper 250%250 37.992

It is clear from TABLE 1 and 2, large amount of data is embedded in cover image without losing
imperceptibility of the image[9]. When the size of cover image and secret image is same, SNR is
decreased. But when secret image is less than cover image, the average value of SNR for DE
according to readings in TABLE 2 is 38.739 whereas for OPAP is 34.631.Therefore we obtain
acceptable image quality compared to LSB substitution and EMD. It is also proved that number of
bits which can be changed in OPAP is maximum 3and for DE it is 8. Therefore large amount of data is
embedded in DE compared to OPAP and EMDI9].

Table no. 3 SNR Comparison of DE with OPAP

Sr. Cover Secret image SNR with SNR with DE SNR improvement of
No. image OPAP (db) DE over OPAP
(db)

1. Baboon Lena 35.406 39.479 4.073

2. Kelly Lena 33.833 38.003 4.170

3. Baboon Pepper 35.370 39.485 4.115

4. Kelly Pepper 33.917 37.992 4.075
TABLE 3, indicates SNR comparison of OPAP and DE and SNR improvement of DE over OPAP.

From this comparison it is clear that DE outperforms EMD and OPAP outperforms LSB substitution
in terms of embedding efficiency, quality of stego image, etc. Fig. 1and Fig. 2 show the cover image

Baboon and secret image of Lena and Pepper using OPAP and DE respectively

g
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Fig. 2. Cover image, secret image and stego image of DE

From Fig.1 & 2 it is proved that DE gives better result compared to OPAP in terms of image quality.

VIII. CONCLUSION

Implementation of the two efficient data embedding techniques which are done in this paper, the first
and foremost is Optimal Pixel Adjustment Process, which gives acceptable image quality as compared
to Least Significant Bit substitution method and secondly, Diamond Encoding which enhances SNR.
From experimental results and quality analysis it can be revealed that DE outperforms OPAP as pixel
improvement is of minimum 4db (from table 3). When an image having large areas with same color
shades like Kelly image if used as cover image in OPAP, then the change in pixel can be easily
detected. However, in DE the embedding parameter k which is derived by N-ary notational system
allows bit replacement up to 8 bits which is limited in OPAP. Subsequently, DE gives no artifacts in
stego image for specific value of k, and greater amount of data can be embedded in cover image
maintaining stego image quality or imperceptibility of an image. DE gives comparatively a better
performance with respect to EMD, LSB substitution and OPAP.

IX. FUTURE WORK

For increasing values of k, pixel pair matching in an adaptive manner can be considered as an
alternate approach .A new data hiding method can be proposed that adaptively embeds data into pixel
pairs using the diamond encoding (DE) technique. Because the human eyes tolerate more changes in
edge and texture areas than in smooth areas, and pixel pairs in these areas often possess larger
differences, the method which exploits pixel value differences to estimate the base of digits to be
embedded into pixel pairs. Pixel pairs with larger differences can be embedded with digits in larger
base than those pixel pairs with smaller differences to maximize the payload and image quality
compared to DE. Sophisticated pixel pair adjustment processes can be provided to maintain the
division consistency and to eliminate the overflow/underflow problem. The proposed new method can
offer better embedding performance compared to prior Pixel pair matching works in terms of payload
and image quality which may be used in military areas for secret communication.
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