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ABSTRACT

As the technology is going to increase, security issues are also going to increase. A secure way of
communication and transmission is needed in terms encryption system. So, we need a best encryption algorithm
which takes less time complexity. Time complexity refers to CPU time taken to encrypt plaintext to cipher text
and back cipher text to original plain text. In this paper, a comparison is being done based on execution time
and we try to find an efficient encryption algorithm which takes less time among some best encryption algorithm
such as XOR, DES, TDES, and Blowfish.
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I. INTRODUCTION

Cryptography is a two-step process of encryption and decryption. Encryption, basically, is a process of
converting information from one understandable format to another (hidden) format which is totally
different from original. This encryption process needs an efficient encryption algorithm. These
algorithms need data to be encrypted and a key which is used to encrypt. Encrypted data is termed as
cipher and decryption is reverse process of encryption in which encrypted data, cipher, convert back to
original data using same key as in encryption process.

Encryption:
Information T > Cipher
Key
Decryption:
Cipher T » Original data
Key

Fig 1: Encryption/Decryption

In the present era, everyone needs fast processing and less space required to store results in
computation process as well as security of information. There are many encryption algorithms in which
some of these take more computation time, some of these take less but all have their own advantages
and disadvantages. Here, the aim to find an algorithm which take specific time for computation and
more secure. These encryption algorithms can be of two types based on key-

1. Asymmetric key encryption
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2. Symmetric key encryption
1.1 Asymmetric key Encryption

It is also called public key cryptography. In this, two key is used, one is for encryption called public
key and decryption is performed by private key. It is not so easy to guess or interrupt both public key
and private key as well as to gain access to the information. In the asymmetric key encryption, all the
recipients have their public key and sender has its own private key which is not disclosed to anyone.

1.2 Symmetric key Encryption

Symmetric key encryption is also called private key encryption. Same key is used to encrypt and
decrypt the data. Private Key makes the encryption process faster when it is used with public key. But
secret key cryptosystem is suffered with the problem of exchanging the key. If N number of users want
to use secret cryptosystem, then they must distribute N*(N-1)/2 keys. DES, TDES and BlowFish are
the example of secret cryptosystem.

Il. RELATED WORK

Before comparison of time complexity of DES, TDES, BLOWFISH and XOR encryption algorithms,
some details of these algorithms are given below-

2.1 Data Encryption Standard (DES)

DES was developed by IBM in 1976 for the National Bureau of Standard (NBS), with approval from
National Security Agency (NSA) but later adopted by US government as national standard. It uses 56-
bit secret keys which are operated on 64 bit data block [1, 3] and every 8" bit is used as parity check. It
divides the information into 64 bit data block and goes through 16 round Feistel Network with
permutation process (initial and inverse permutation) [8]. Every 8" bit is used as parity check due to
this 56 key is used. Again, 64 bit data block is divided into two halves each of 32 bits and uses a
function, Feistel Network function which defines F: {0, 1}*" — {0,1}?" [8]. Feistel networks are
designed for the construction of secret cryptosystem. It was first purposed by Horst Feistel during his
work on the cipher Lucifer at IBM. It is parameterized by the number of rounds d € N and the round
functions f1........ ; fd :{0, 1}"— {0, 1}" [6] and it use 12 to 16 rounds. Inputs are split into two halves
called Left half and Right half [2, 4]. Then a round function is executed on the right half and the
obtained new right half is xored with left half. Then right half and left half are swapped. Finally,
inverse permutation is computed [4].

2.2 XOR Encrypto-system

XOR encryption is simple and it is based on binary value of data and takes the ASCII values of data
then converts into binary values [11, 12]. Same operation is performed with key. It uses XORed
operation between the binary values of data and key.

Encryption:

P XORed K=C

Decryption:

C XORed K=P

Where

P- Plaintext or information

C- Cipher text

K- Key

Suppose, we want to encrypt a information using XOR algorithm by the KEY, then

Information: 1100 0010 0101 0110

Key: 1001 1011 0000 1010

Cipher: 0101 1001 0101 1100

If we again perform XOR operation between cipher and key, we will obtain information.

Cipher: 0101 1001 0101 1100

Key: 1001 1011 0000 1010

Information: 1100 0010 0101 0110
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2.3 BlowFish Encryption System

Blowfish is an alternative of DES encryption algorithm. It is a symmetric encryption algorithm and
designed by Bruce Schneier in 1993. Same key is used by the sender to encrypt the information and
by the recipient to decrypt the cipher text or information. It uses variable length key from 32 to 448
and 16 round Feistel cipher with key independent S-boxes [9, 10]. It has two parts: key expansion and
Encryption. In ken expansion part, 448 bit key is divided into several sub key and approximate total of
these sub key is about 4168 bytes. It takes 64 bit block at a time and divide into two equal halves (L
and R) each of 32 bit [6, 13], then iterates for 16 rounds

Fori<=1t0 16

Li=Li-1

Ri = Li-1 XOR F (Ri-1, Ki)

Where Ki is the key in each round and F is a function which divides the 32 bit input into four
quarters each of 8 bit. These quarters are used as input into S-boxes.

F (XL) =((S1, a + S2, b mod232) XOR S3, ¢) + S4, d)

Where a, b, ¢ and d are the four quarters.
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Fig. 2: DES encryption [2] Fig. 3: Blowfish Encryption [6]

2.4 Triple Data Encryption Standard (TDES)

TDES is three times encryption and decryption of DES with three different keys [2]. It uses 64 bit
cipher text block as input block and uses 168 bit key. As we know it is three times encryption of DES
i.e. only 112 bit key out of 168 is effective [2, 4]. TDES uses three steps in encryption and three steps
in decryption. In first step the information is encrypted using first key and in second step, the cipher
obtained from first step is decrypted with second key and finally, in third step, the obtain output of
second step is again encrypted with third key. Reverse procedure is followed in decryption process of
TDES. Suppose, there are three keys K1, K2 and K3 then

TDES Encryption can be shown as:
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C= (DES Encpt)ks((DES Decpt)k2((DES Encpt)xa(l))).[4]
TDES Decryption can be shown as:
I= ((DES Decpt)x1 ((DES Encpt)x2 ((DES Decpt)xs(C)))
I... information
C ... cipher text
ki ... key and i is iteration
Where DES Encpt and DES Decpt are DES encryption and DES decryption.

I1l. RESULT AND DISCUSSION

If a file of 10 kb is encrypted using these four algorithms three times separately then we can analyze
from obtained results given below that the time (in millisecond) taken to encrypt a 10 kb file is given
below.

According to the given data, we can say that DES takes less time to encrypt and decrypt a file while
XOR algorithm takes more time than these remaining three algorithms because in XOR, bit by bit
xoring is performed while in DES operation is performed on a block of data. TDES and Blowfish both
take approximately equal time to encrypt and decrypt data because Blowfish uses Feistel Network with
S-Boxes. If we encrypt the same file with same key then results may slightly vary due to different
processor and depends on how much busy the processor is?

Table 1: Time taken in encryption/decrypation
Time XOR | DES | TDES | BlowFish
(ms)
1t Encryption | 56 22 27 35
time | Decryption | 47 17 16 24
2nd Encryption | 51 21 39 40
time | Decryption | 46 18 19 19
3 Encryption | 60 23 34 35
time | Decryption | 49 20 21 23

60
1 50 -
501 I
4011
4011 = [Oxor sl Txon
30 — B DES @ DES
204 | OTDES 2011 O TDES
O BLOWFISH
10 | O BLOWFISH oM
oH ol
1st 2nd 3rd 1st 2nd 3rd
Fig. 4: time taken in encryption Fig. 5: time taken in decryption

IV. CONCLUSION

On the basis of implementation and obtained results, it can be easily concluded that DES is the fastest
encryption algorithm among these four encryption algorithms while XOR is the slowest but it takes
less space [13] and XOR operation is simple. TDES takes more time than DES because TDES is three
times encryption of DES encryption process while TDES and Blowfish take approximately equal time.

V. FUTURE WORK

We can compare these algorithms with other encryption algorithms such RSA, AES etc. and also
enhance the XOR encryption algorithm to make it more secure and also try to reduce the time taken to
encrypt or decrypt the data.
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