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ABSTRACT 

Security of video is a stringent matter with the increase of multimedia transmission over the internet. In 

commercial Video –On – Demand, Pay TV, and Pay –Per – View applications, the subscription of true video is 

offered on the basis of pay systems for the customers. Since video data transmission is through the public 

internet, it is possible for an unauthorized person to access that video. So the security of video is important over 

multimedia applications. In business point of view, it would be a good idea to provide a low – grade version of 

video as a preview to attract subscribers. In this paper, we aim to design optimized perceptual video encryption 

using permutation method with the help of encryption key. This new approach is getting by providing an extra 

rotation angle for the blocks of video frame before applying encryption and DCT. For the transmission of 

encrypted video, the encrypted video frames are quantized and encoded. Quality assessment of low - grade 

video is then calculated by PSNR and MSE values. A Comparative study of perceptual video encryption without 

giving rotation angle is also included. 
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I. INTRODUCTION 

With the increase of networking technologies, particularly the high-speed broadband and internet, 

various value-added multimedia services have become more and more popular. Since video data 

transmission is through the public internet, it is possible for an unauthorized person to obtain that 

video. So the security of video is important over multimedia applications [1]. The solution is to 

protect the information contents by using a kind of encryption technology such that only eligible users 

can obtain the data. Based on video service applications video encryption can be classified into two. 

Applications that require a complete confidential video transmission lead to fully confidential video 

encryption. These applications include video conferencing, video telephony and secure video 

transmission for financial and military purposes. A un–authorized person cannot decode any useful 

information if we are using fully confidential video encryption. Another popular type of application is 

video transmission for entertainment. In commercial Video–On–Demand, Pay TV, and Pay–Per– 

View application, the subscription of true video is offered on the basis of pay systems for the 

customers. If we are encrypting the video partially, some video contents are visible with low grade for 

those who did not pay.  In business point of view, it would be a good idea to provide a low – grade 

version of video as a preview to attract subscribers. Here comes the importance of perceptual video. 

Because of the large size of video data, it is compressed before transmission. But when it describes 

compression, there is no consideration of security. Similarly when security is provided using 

encryption, there is no consideration of size of data. In this paper video encryption and compression is 

done at the same time [2]. 
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The paper is organized as follows: Section 2 discusses the brief overview of perceptual encryption. 

Section 3 describes the proposed method. Section 4 shows experimental setup and results. Finally in 

Section 5 the conclusion and future scope is described. 

II. BACKGROUND OF PERCEPTUAL ENCRYPTION  

Many researches are going on the perceptual encryption of interactive media. A brief summary of 

various encryption algorithms are introduced. Video signal can be encrypted by some conventional 

technique such as the Data encryption standard or Advanced Encryption Standard. The main problem 

is that these traditional techniques require long processing time to encrypt directly. JPEG image is one 

of the most commonly used image standard. The same methods can be extended to video also. 

Droogenbroeck and Benedett in [3] proposed several techniques to encrypt uncompressed and 

compressed images. First, the uncompressed gray-scale images are encrypted based on a selective 

number of the bit-plane in the pixel-domain. Second, a portion of the high frequency AC coefficients 

is encrypted with the standard DES. 

The simplest perceptual video encryption can be achieved in bit-planes in the spatial domain [4] by 

selectively encrypting the bit-planes based on the requirement of visual degradation. For example, 

encrypting the most significant bit (MSB) on each pixel value will result in higher quality degradation 

while encrypting the least significant bit (LSB) will just degrade the video quality slightly. Although 

this idea is simple, the computational complexity is very high for both encoder and decoder as every 

pixel value needs to be processed one by one. Another approach, known as the “transparent 

scrambling”, is proposed by Pazarci and Dipcin for the MPEG-2 encoder. Here, a different linear 

transformation is performed on the RGB values based on a control parameter α. This technique 

requires least modification but produces large amount of data degradation if the encryption key is 

unknown. 

In [5] proposed a method for image encryption by selecting specific higher frequencies of DCT 

coefficients that taken as the characteristic values, and encrypting them, and the resulted encrypted 

blocks are shuffled according to a pseudorandom bit sequence. If the encryption is done at the entropy 

encoding stage it will lead to fully confidential encryption [6]. If encryption is embedded into 

predication or quantization stage it will produce an uncontrollable degradation on the coding 

performance. So the only possible stage to encrypt a video partially is transformation stage [7]. In [8] 

proposed a perceptual video encryption by a permutation method before the video compression 

without giving angle rotation before Discrete Cosine Transform (DCT). In [9] proposed a novel 

concept of pixel value manipulation using phase manipulation in frequency domain and sign 

encryption for partial encryption method. From the viewpoint of security, the experimental results 

reveal that the proposed partial encryption technique achieves better security than the individual 

encryption approaches. 

III. PROPOSED METHOD  

Some applications create collections of images related by time, such as frames in a movie. These 

collections of images are referred to by a variety of names, such as image sequences, image stacks, or 

videos.  The toolbox represents image sequences as four-dimensional arrays, where each separate 

image is called a frame, all frames are the same size, and the frames are concatenated along the fourth 

dimension. 

In this proposed method, first the row video is divided into number of frames. Each frame is an 

independent image. From each frame all the color components (RGB) are separated. And it is divided 

into 4x4 blocks. Perceptual encryption is done for each color components according to new 

permutation method. New technique is obtained by some extra rotation angle in a high dimensional 

space. So the blocks are transformed into new locations. Encryption is done according to encryption 

key. This key is generated by using random permutation method. For the transmission of encrypted 

video, the encrypted video frames are compressed using DCT. Adaptive arithmetic encoder is used at 

the coding stage. The perceptually encrypted video is encoded and result is a column vector 

represented in binary format. Then these bit streams are transmitted. At the receiver side if the 

encryption key is unknown, we get perceptually encrypted video by taking inverse discrete cosine 

transform. This will be a low grade version of row video. If the encryption key is known to the 
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receiver, i.e. the paid subscriber gets original video after decryption and reconstruction of transmitted 

sequence. And the same process is done without giving extra rotation angle for the comparative 

analysis. The performance of new technique is evaluated by analyzing Peak to Signal Noise Ratio 

(PSNR) and MSE values. A general block diagram of proposed method is shown in figure 1. 

 

 
 

Figure 1: Block diagram of proposed method   

IV. EXPERIMENTAL SETUP AND RESULTS 

The proposed perceptual video encryption is implemented with MATLAB 7.10.0(R2010a) using 

windows 7 operating system. The experiments are carried out on some video samples like 

deadline.avi, Table Tennis.avi and salesman.avi. Performance evaluation factors like PSNR and MSE 

values for first frame of video for proposed method and comparison method, is tabularized in Table 1. 

Output results on Table tennis.avi are shown in figure2. 

Table 1: Performance factors of proposed method for the 1st frame of video 

No. Name of the Input 

video 

MSE PSNR 

1. Deadline.avi 0.3078 53.2477 

2. Salesman.avi 0.2540 54.0831 

3. Table tennis.avi 0.4124 51.9777 

Table 2: Performance factors for the 1st frame of video without giving rotation angle 

No. Name of the Input 

video 

MSE PSNR 

1. Deadline.avi 0.3927 52.1905 

2. Salesman.avi 0.3288 52.9162 

3. Table tennis.avi 0.4701 51.4085 
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Fig 2(a): input video     Fig 2(b): Frame conversion 

 

     
Fig 2(c): Perceptually encrypted video  Fig 2(d): decrypted video with key 

 

    
 

Fig 2(e): PSNR analysis graph using proposed method      Fig 2(f): Comparative PSNR analysis of proposed  

       method with DCT transform without angle of rotation 
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Fig 2(g): MSE analysis graph using proposed method         Fig 2(h): comparative MSE analysis of proposed  

       method with DCT transform without angle of rotation 

V. CONCLUSION  

In this paper a simple and secured method has been proposed for obtaining perceptual video using a 

combination of block based permutation, encryption and compression techniques.To achieve this 

goal, we designed a new permutation method using plane base rotation in a high dimensional space. 

Performance of proposed method is calculated by PSNR and MSE values. It is then compared with 

perceptually encrypted video without giving rotation angle. New method gives better PSNR value 

when it is compared with normal perceptual video encryption without giving a block permutation to 

the video frames. This new method does not require any additional computation because transform 

stage is a necessary step in encryption process. Experimental results showed that the proposed 

algorithm does provide a sufficient level of encryption without affecting the overall video quality and 

better bandwidth utilization.  

VI. FUTURE SCOPE  

In future we will suggest the proposed method to develop for selective region encryption to provide 

good security on the video signal. This method can be extended to control the visual quality for the 

perceptually encrypted video. 

ACKNOWLEDGEMENT  

The work described in this paper is supported by Adv. Dr. P. Krishnadas, Managing Trustee and              

Dr. P Krishnakumar, CEO & Secretary, Nehru Group of Institutions, Tamil Nadu, Kerala-India. 

Authors are grateful to Prof. Dr. P.N. Ramachandran, Principal and Dr. N K Shakthivel, Vice 

Principal, Nehru College of Engineering and Research Centre, Pampady, Thiruvilawamala, Kerala, 

India, for providing us the opportunity to undertake this project. 

REFERENCES 

[1]. S. K. Au-Yeung, S. Zhu, and B. Zeng, “Partial video encryption based on alternating transforms,” 

IEEE Signal Processing Letters, vol. 16, no. 10, pp. 893-896, Oct. 2009. 

[2]. Abdul Razzaque & Dr. Nileshsingh V.Thakur, “ An Approach to Image Compression with Partial 

Encryption without sharing the Secret Key”, IJCSNS International Journal of Computer Science and 

Network Security, vol.12,  no.7, July 2012. 



International Journal of Advances in Engineering & Technology, Sept. 2013. 

©IJAET                                                                                                          ISSN: 22311963 

1637 Vol. 6, Issue 4, pp. 1632-1638  

 

[3]. M. Droogenbroeck and R. Benedett, “Techniques for A Selective Encryption of Uncompressed and 

Compressed Images,” Proceedings of Advanced Concepts for Intelligent Vision Systems (ACIVS), pp. 

90-96, September 9-11, 2002 

[4]. M. Podesser, H.-P. Schmidt, and A. Uhl., “Selective bitplane encryption for secure transmission of 

image data in mobile environments,” in IEEE Nordic Signal Processing Symposium (NORSIG 2002) 

[5]. Lala Krikor, Sami Baba, Thawar Arif and Zyad Shaaban, “Image Encryption Using DCT and Stream 

Cipher,” European Journal of Scientific Research, ISSN 1450-216X Vol.32 No.1 (2009), pp.48-58. 

[6]. C. Wu and C. Kuo, “Design of integrated multimedia compression and encryption systems,” IEEE 

Transactions on Multimedia, vol. 7, no. 5, pp. 828-839, 2005. 

[7]. S. K. Au-Yeung, S. Zhu, and B. Zeng, “Design of new unitary transform for perceptual video 

encryption”, in IEEE Trans. on Circuit and Systems for Video Technology, vol. 21, no.9, pp. 1341-

1345, Sep. 2011 

[8]. Mohammed Ali Bani Younes and Aman Jantan,” An image Encryption approach using Combination of 

Permutation Technique followed by encryption”, IJCSNS International Journal of Computer Science 

and Network Security, VOL.8 No.4, April 2008. 

[9]. Parameshachari B D, K M Sunjiv Soyjaudah and Sumithra Devi K A. “Secure Transmission of an 

Image using Partial Encryption based Algorithm” International Journal of Computer 

Applications 63(16):33-36,2013. Published by Foundation of Computer Science, New York, USA. 

    AUTHORS 

Tisa Sonny received B.Tech degree in Electronics and Communication 

Engineering from Vidya Academy of Science and Technology, affiliated to 

University of Calicut, Kerala. Presently she is pursuing her M.Tech in Applied 

Electronics and Communication Systems from Nehru College of Engineering and 

Research Centre, Pampady, Kerala, affiliated to University of Calicut. She is 

having 2 years of teaching experience. 

 

Lisha Gopalakrishna Pillai working as Assistant Professor in the Department of 

Electronics and Communication Engineering at Nehru College of Engineering and 

Research Centre, Pampady, Thiruvilawamala, Kerala, India, affiliated to University 

of Calicut. She received B.Tech degree in Electronics & Communication 

Engineering from TKM Institute of Technology, Kerala, India affiliated to Cochin 

University of Science & Technology and M.E in Communication Systems from 

Noorul Islam University, Thuckalay, Tamilnadu.    

Parameshachari B D working as an Associate Professor in the Department of 

Electronics and Communication Engineering at Nehru College of Engineering and 

Research Centre, Pampady, Thiruvilawamala, Kerala, India, affiliated to University 

of Calicut. Worked as a Senior Lecturer and inchage HOD in the Department of 

Electronics and Communication Engineering at JSS Academy of Technical 

Education, Mauritius. He worked at JSSATE, Mauritius for Three years and also 

worked as a Lecturer at Kalpatharu Institute of Technology, Tiptur for Seven years. 

He obtained his B.E in Electronics and Communication Engineering from 

Kalpatharu Institute of Technology, Tiptur and M. Tech in Digital communication 

Engineering from B M S college of Engineering, Bangalore, affiliated to 

Visveswaraiah Technological University, Belgaum. He is pursuing his Ph.D in 

Electronics and Communication Engineering at Jain University, Bangalore, 

Karnataka, India under the guidance of Dr. K M Sunjiv Soyjaudah, Professor, 

University of Mauritius, Reduit, Republic of Mauritius and Co-guidance of Dr. 

Sumithra Devi K A, Professor and Director, Department of MCA, R V College of 

Engineering, Bangalore. Parameshachari area of interest and research include 

image processing, cryptography and Communication. He has published several 

Research papers in international Journals/conferences. He is a Member of ISTE, 

IETE, IACSIT, IAEST, IAENG and AIRCC. 

 



International Journal of Advances in Engineering & Technology, Sept. 2013. 

©IJAET                                                                                                          ISSN: 22311963 

1638 Vol. 6, Issue 4, pp. 1632-1638  

 

Muruganantham.C working as a Assistant Professor in the Department of 

Electronics and Communication Engineering at Nehru College of Engineering and 

Research Centre, kerala, India. Worked as Assistant Professor-II in SEEE of 

SASTRA University. Worked as Lecturer in Electrical & Computer Engg 

Department of Ethiopian Universities. Published papers in national/international 

conferences. He is member of ISTE. His area of interest are VLSI, Signal 

Processing.  

Divakara Murthy H S has multi faceted experience in Research, Industry and 

Academic fields, He is working as a Dean and HOD in the Department of 

Electronics and Communication Engineering at Nehru College of Engineering and 

Research Centre, Pampady, Thiruvilawamala, Kerala, India, affiliated to University 

of Calicut and also served as a Principal at JSS Academy of Technical Education, 

Mauritius for two years. Involved in Administrative & Academic activities in 

development of infrastructure facilities marketing, mounting new courses and 

strategic planning. He worked at RGV telecom Ltd Bangalore as Deputy Vice 

president, for providing optical communication for Indian Railways for nearly two 

years and also worked nearly 27 years in Telecom in Industry at senior level in 

various capacities in Telecom Projects and Planning, Production and Marketing. 

During my intial career involved in Design and development of Instrumentation at 

NAL Bangalore. He obtained his B.E in Electronics and Communication 

Engineering from Siddaganga Institute of Technology, Tumkur from University of 

Mysore and MSc (Engg)in communication system from PSG Institute of 

technology, Coimbatore , from University of Madras. Divakara Murthy area of 

interest and research include Micro and Pico Satellite communication, Optical 

Communication and Wireless communication, GSM and WiMAX technology. He 

is a Member of ISTE, IETE              

 

 


