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ABSTRACT 

The intrusion detection problem is becoming a challenging task due to the proliferation of heterogeneous 

computer networks since the increased connectivity of computer systems gives greater access to outsiders and 

makes it easier for intruders to avoid identification [1]. Intrusion detection systems are used to detect 

unauthorized access to a computer system. A number of soft computing based approaches are being used for 

detecting network intrusions. This paper presents a survey on intrusion detection techniques that use genetic 

algorithm approach.   
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I. INTRODUCTION 

When a computer system is connected to a network, it goes on a high risk. There are various threats to 

a computer system such as viruses, intrusions etc. Viruses can be greatly controlled by installing 

antivirus software and updating its virus files regularly. 

Any unauthorized access to the resources of the computer is called intrusion to a computer. Intrusions 

can be detected by installing intrusion detection system (IDS). Various soft computing techniques 

such as Genetic Algorithm, Artificial Neural Network, Support vector machine and Fuzzy Logic are 

used to make an intrusion detection system (IDS). Genetic algorithm (GA) alone or in combination 

with some other artificial intelligence technique is found to be the most efficient approach for 

intrusion detection [2-12].  The functions of IDSs are to detect the intrusions, generate the pop up 

message to the user and take the necessary corrective action. 

There are number of limitations to the prevention-based approach for computer and network security 

[13]. It is probably impossible to build a completely secure system. The prevention-based security 

philosophy constrains the user’s activity and productivity. Hence, intrusion detection systems are 

designed based on various detection techniques. IDSs are of two types: Anomaly intrusion detection 

and Misuse intrusion detection [14]. 

In anomaly IDS, the users’ behaviour is compared with a known standard behaviour and any 

significant deviation from normal behaviour is detected. This approach can be more effective in 

protection against unknown or novel attacks since no prior knowledge about specific intrusions is 

required. However, it may cause more false positives because abnormality can be due to a new normal 

behaviour [15]. 

The misuse intrusion detection is the most widely used IDS. It uses patterns of known attacks or weak 

spot of the system to identify known intrusions. The signatures and patterns used to identify attacks 

consist of various options in the packet like source address, destination address, source and 

destination ports and even the keywords in the content area of a packet. 

The IDSs can also be classified in to two categories based on where they look for intrusions: host-

based IDS and network-based IDS. Host-based IDS monitors activities associated with a particular 

host whereas network-based IDS monitors activities associated with a network [15]. 

Thus far, I have discussed the motivation of the presented work and the brief overview of the IDS. 

The rest of the paper is organized as follows. Section II gives an overview of the genetic algorithm 
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employed in this work. In Section III survey of the work relevant is made. Section IV presents the 

data sets used by different researchers. Section V presents the results obtained by these researchers 

and section VI concludes the paper. 

II. GENETIC ALGORITHM 

GA is the technique which works on the mechanics of natural selection. They are based on the 

Darwin’s theory of survival of the fittest. The main reason behind the design of GA was to abstract 

and rigorously explain the adaptive processes of natural selection and to design artificial system that 

retrains two important mechanics of natural systems [16]. The major application of GA is in the area 

of optimization. 

The GA process begins with a set of potential solutions or chromosomes (usually in the form of bit 

string) which are randomly generated or selected. The entire set of these chromosomes comprises a 

population. The chromosomes evolve during several iterations or generations. New offspring are 

generated using the crossover and mutation technique. 

Crossover involves splitting two chromosomes and then combining first part of a chromosome with 

the second part of the other chromosome. Mutation involves flipping one or more bits of a 

chromosome. The chromosomes are then evaluated using a certain fitness criteria. After the 

termination criterion is satisfied, the chromosome having the highest fitness is taken as the best 

solution of the problem [16]. 

GAs are different from the other search and optimization procedures. They work with a coding of the 

parameter set, search from a population of points, use payoffs i.e. objective function information and 

use probabilistic transition rules. 

Following are the GA operators which are applied on a population of chromosomes [16]. 

a. Selection 

The selection operator determines which chromosome(s) from the population will be chosen for 

recombination based on the fitness of the chromosomes. The selected chromosomes are called 

parents. Such selection methods are: fitness proportion selection, roulette-wheel selection, stochastic 

universal sampling, local selection and rank selection. 

b. Crossover 

The parent chromosomes are recombined by one of the crossover methods. It produces one or more 

new chromosomes(s) called offspring(s). Such methods are: single point crossover, multipoint 

crossover, uniform and arithmetic crossover. 

c. Mutation                                                                               

New genetic material could be introduced in to the new population through mutation process. This 

will increase the diversity in the population. 

III. USING GA APPROACH IN INTRUSION DETECTION 

Different researchers have implemented GA in a different way for network intrusion detection. 

Melani J Middlemiss et al. (2003) [17] have used GA for weighted feature extraction with specific 

application to intrusion detection data. They have implemented a simple genetic algorithm which 

evolves weights for the features of data set. A k-nearest neighbour classifier was used for the fitness 

function of GA as well as to evaluate the performance of the new weighted feature set. 

Wei Li (2004) [18] presents a technique of applying GA to IDSs. After giving a brief introduction to 

IDS, GA and related detection techniques, he has discussed various implementation details. He has 

used GA to generate the classification rules which were used to classify normal network connections 

from anomalous connections. These rules are in if {condition} then {act} form. He encoded 

chromosomes in integer form but IP addresses are encoded in hexadecimal form. Chromosome 

population is randomly selected. Population is evolved using crossover and mutation. Effective fitness 

function is used to check the fitness of each rule. Fittest rules are then used for intrusion detection. 

Ren Hui Gong et al. (2005) [15] have used a simple genetic algorithm to derive a set of classification 

rules from network audit data and the support confidence framework  is utilized as fitness function to 
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judge the quality of each rule. The generated rules are then used to detect or classify network 

intrusions in a real time environment. 

Jiu-Ling Zhao et al. (2005) [19] have presented a novel approach of using clustering genetic 

algorithms to solve the computer network intrusion detection problem. They described a prototype 

intelligent intrusion detection system to demonstrate the effectiveness. This system combines two 

stages in to the process including clustering stage and genetic optimization stage. The algorithm can 

not only cluster the cases automatically, but also detect the unknown intruded action. 

Tao Xia et al. (2005) [20] present a hybrid method based on information theory and genetic algorithm 

to detect network attacks. Information theory is used to filter the traffic data and thus reduce the 

complexity. A linear structure rule is used to classify the network behaviour in the normal and 

abnormal behaviours. 

Chi Hoon Lee et al. (2006) [21] presents the novel feature selection method that maximizes class 

separation between normal and attack patterns of computer network connections. They have focused 

on selecting a robust feature subset based on the genetic optimization procedure in order to improve a 

true positive intrusion detection rate. 

Saqib Ashfaq et al. (2006) [22] have used a genetic algorithm for generating efficient rules for cost 

sensitive misuse detection in intrusion detection systems. They have used five most weighted features 

identified by M.J.Middlemiss et al. [17]. They have designed a GA to identify these features. The 

algorithm generates if–then rules that identify an attack as well as its category so that appropriate 

action can be taken in response. This approach is cost sensitive that considers the cost of false alarms 

for each category of attack separately. 

Nalini N. and Raghavendra Rao G. (2006) [23] present a novel method of intrusion detection based on 

genetic algorithms and principal component analysis. This technique can also be used to detect the 

class of intrusion. In this paper, they experiment with PCA to reduce the number of features of a TCP 

connection. This helps in reducing the number of bits required to represent a connection without loss 

of significant information. They show how network connection information can be modelled as 

chromosomes and how the parameters in genetic algorithm can be defined in this respect. 

Hua Zhou et al. (2007) [24] have used SVM and Genetic Algorithm to increase the classification 

accuracy. They used GA for feature selection and optimization and then used SVM model to detect 

intrusions. 

Yong Wang et al. (2009) [25] propose a fitness function, an efficient rule generator for denial of 

service attack. He used GA toolbox provided by MATLAB (R14) for his implementation. He 

designed the genetic algorithm using 4 m-files. The rules generated are in if {condition} then 

{outcome} form. The rules generated are suitable for continuously changing misuse detection. 

Chen Zhongmin et al. (2009) [26] designed a training algorithm model based on abnormality 

detection. The proposed experimental model is based on a hypothesis that if variable x appears more 

times than the desired value, there is possibility of occurrence of abnormality. 

Chris Sinclair et al. (2010) [27] have proposed an approach to create rules for an intrusion detection 

expert system. They employ genetic algorithms and decision trees to automatically generate rules for 

classifying network connections. They have used genetic algorithms to evolve simple classification 

rules. The rules are in if {pattern matched} then {generate alert} form. They have used only five 

attributes such as source IP address, destination IP address, source IP port, destination IP port, and 

network protocol. They have used the ID3 algorithm to create decision trees. The final rule generated 

by decision tree is complete with respect to the training data.  

S.N.Pawar and R.S.Bichkar (2012) [28] have used genetic algorithm with enumeration technique. The 

enumeration technique is used while generating random population. It is used to determine the value 

of each gene.This enumeration technique substantially reduces the computational time required for 

population generation and yields more appropriate rules. 

Table 1 summarizes various GA based approaches used by these researchers and various GA 

parameters that determine the performance of the genetic algorithm such as chromosome 

representation, selection, crossover, mutation, population size and generations. 
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Table 1. The GA approaches and GA parameters used by different researchers for intrusion detection. 

(*Not Available) 

IV. DATA SET USED 

4.1   DARPA 1998 

All the researchers have implemented their genetic algorithm on the offline data such as DARPA1998 

data or KDD CUP 99 data. MIT Lincoln Laboratory, under Defence Advanced Research Projects 

Agency (DARPA) and Air Force Research Laboratory (AFRL) sponsorship, has collected and 

distributed the first standard data for evaluation of computer network intrusion detection systems. 

Sr. 

No 

Name of the 

Researcher 

and year 

Approach used 

GA parameters % 

Dete-     

ction Selection 
Cross-

over 

Muta- 

tion 

Popul-

ation 

Gener- 

ations 

1 Melani J 

Middlemiss 

 et al. (2003) 

Simple GA with 

a KNN  

classifier 

Linear 

ranking  
0.6 0.0075 100 100 NA* 

2 Ren Hui 

Gong et al. 

(2005) 

GA Fitness 

Proportio-

nate  

0.5 0.02 500 5000 79.8 

3 Jiu-Ling 

Zhao et al. 

(2005) 

Clustering GA 

NA 0.75 0.001 120 200 95 

4 Tao Xia et 

al. (2005) 

Hybrid method 

based on 

information 

theory and GA 

NA NA 0.01 1000 NA 99.2 

5 Chi Hoon 

Lee et al. 

(2006) 

GA 

NA 0.6 0.05 30 50 62.9 

6 Saqib 

Ashfaq et al. 

(2006) 

GA Fitness 

Proportio-

nate  

NA NA 200 50 96.4 

7 Nalini N. 

and 

Raghavendra 

Rao G 

(2006) 

GA and PCA 

NA NA NA NA NA 93.1 

8 Hua Zhou, 

Xiangru 

Meng, Li 

Zhang 

(2007) 

GA  and SVM 

Fitness 

Proportio-

nate  

0.8 0.05 100 300 98.9 

9 Yong Wang 

et al. (2009) 

GA 
NA NA NA NA 100 95.4 

10 Chen 

Zhongmin 

 et al. (2009) 

GA Fitness 

Proportio-

nate  

0.500 0.001 100 NA NA 

11 Chris 

Sinclair et al. 

(2010) 

GA and 

decision trees NA NA NA NA NA NA 

12 S.N.Pawar 

and 

R.S.Bichkar 

(2012) 

GA with 

enumeration 
Fitness 

Proportio-

nate  

0.5 0.01 300 2000 98 
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This Data is DARPA 1998 data [29]. It consist of tcpdump and BSM list files. Each line in a list file 

corresponds to a separate session. Each session corresponds to an individual TCP/IP connection 

between two computers. The first nine columns in list files provide information which identifies the 

TCP/IP connection. 

4.2   KDD CUP 99 

KDD CUP 99 data [30] comes from the KDD Cup competition. This data is part of the data collected 

from the MIT Lincoln Labs 1998 DARPA Intrusion Detection Evaluation Program and is considered 

benchmark data for evaluating intrusion detection systems. The data is available in full (743M of 

network connections), or in a number of smaller data sets. 

Table 2 below summarizes the various datasets used by the researchers 

                               Table 2.  Data set used by different researchers. 

 

 

 

 

 

 

 

 

 

 

V. RESULTS   

Table 1 gives the % detection obtained by using the various GA based approaches. It is evident that 

Tao Xia et al. (2005) [20] who used hybrid method based on information theory and genetic algorithm 

got extremely good detection rates (99.25%).                       

 S.N.Pawar and R.S.Bichkar (2012) [28] who used enumeration technique in a GA based rule 

generation have got good detection rates (98.06%).  

Hua Zhou et al. [24] used GA for feature selection and SVM model for classification have also got 

good results (98.97%).  

In all, the intrusion detection results obtained using GA approach  are better or are comparable to the 

results obtained by using other soft computing techniques.   

VI. CONCLUSION      

Genetic algorithm is found to be one of the efficient technique in network intrusions detection. It is 

successfully implemented in IDS either to generate the classification rules or to select the appropriate 

features.  

Middlemiss [17], Lee [21] and Hua Zhou et al. [24] have used GA for the selection of appropriate 

features whereas Gong et al. [15], Saqib Ashfaq et al.  [22], Tao Xia et al. [20], Yong Wang et al. 

[25], Sinclair et al. [27] and  S. N. Pawar et al.[28] have used GA for the generation of classification 

rules. 

A hybrid system using GA can be a better solution to decrease the false positive rate [17, 19, 20, 23 

and 24]. 

Using enumeration in a GA based IDS reduces the search space and yields more accurate results [28]. 

Sr. 

No 
Name of the Researcher and year Data set used 

1 Melani J Middlemiss  et al. (2003) KDD CUP 99 

2 Ren Hui Gong et al. (2005) DARPA 1998 

3 Jiu-Ling Zhao et al. (2005) KDD CUP 99 

4 Tao Xia et al. (2005) KDD CUP 99 

5 Chi Hoon Lee et al. (2006) KDD CUP 99 

6 Saqib Ashfaq et al. (2006) KDD CUP 99 

7 Nalini N. and Raghavendra Rao G (2006) KDD CUP 99 

8 Hua Zhou, Xiangru Meng, Li Zhang (2007) KDD CUP 99 

9 Yong Wang et al. (2009) KDD CUP 99 

10 Chen Zhongmin  et al. (2009) DARPA 1998 

11 Chris Sinclair et al. (2010) DARPA 1998 

12 S.N.Pawar and R.S.Bichkar (2012) DARPA 1998 
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