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ABSTRACT 

This paper presents an approach for the comparative study on Data Encryption Standard (DES) using 

Differential Cryptanalysis and Linear cryptanalysis. In this paper, cipher text only attack is adopted and 

varieties of optimum keys are generated based on the cost function values. The goal of this paper is two fold. 

First we want to make a study about how evolutionary computation techniques can efficiently solve the NP-

Hard combinatorial problem. For achieving this goal we test several evolutionary computation techniques for 

the cryptanalysis of data encryption standard problem (DES). Second was a comparison between Differential 

Cryptanalysis and Linear cryptanalysis were made in order to investigate the performance for the cryptanalysis 

on DES. The methods were tested and extensive computational results shown in this paper. For most of its life, 

the prime concern with DES has been its vulnerability to brute-force attack because of its relatively short (56 

bits) key length. However, there has also been interest in finding cryptanalytic attacks on DES. With the 

increasing popularity of block ciphers with longer key lengths, including triple DES, brute-force attacks have 

become increasingly impractical. Thus, there has been increased emphasis on cryptanalytic attacks on DES and 

other symmetric block ciphers. In this paper, we provide a brief overview of the two most powerful and 

promising approaches: differential cryptanalysis and linear cryptanalysis.  

KEYWORDS: Cryptanalysis, Data Encryption Standard (DES), Plain text, Cipher text, Cipher text attack.   

I. INTRODUCTION 

The process of studying methods of encryption to obtain information from encrypted data without 

knowing the secret key is called cryptanalysis. It is usually a deep analysis and attacking of an 

encryption method to find the secret key. The cryptanalysis of data encryption standard can be 

formulated as NP-Hard combinatorial problem. Solving such problems requires effort (e.g., time 

and/or memory requirement) which increases with the size of the problem. Two important methods of 

cryptanalysis are differential cryptanalysis and linear cryptanalysis. DES has been shown to be highly 

resistant to these two types of attack.  

Differential cryptanalysis [1] and linear cryptanalysis have shown to be two of the most important 

techniques in the analysis of symmetric-key cryptographic primitives. For block ciphers, differential 

cryptanalysis analyzes how input differences in the plaintext lead to output differences in the 

ciphertext. Linear cryptanalysis studies probabilistic linear relations between plaintext, ciphertext and 

key. If a cipher behaves differently from a random cipher for differential or linear cryptanalysis, this 

can be used to build a distinguisher or even a key-recovery attack. 
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The aim of these techniques to find sufficient “good” solution efficiently with the characteristics of 

the problem, instead of the global optimum solution, and thus it also provides attractive alternative for 

the large scale applications. These nontraditional optimization techniques demonstrate good potential 

when applied in the field of cryptanalysis. The objective of the study is to determine the efficiency 

and accuracy of differential cryptanalysis and linear cryptanalysis for the DES[2,3]. To compare the 

relative performance of differential cryptanalysis and linear cryptanalysis.  

The rest of the paper is organized as follows: Section 2 presents the literature review. Section 3 gives 

a brief overview of Comparative Study on DES Using Differential Cryptanalysis and Linear 

Cryptanalysis. Experimental results are discussed in Section 4.  Section 5 concludes the paper and 

Future works. 

II. RELATED WORK 

The proposed work will require an in depth understanding of the area of cryptography and enable the 

development of general as well as specific algorithms for cryptanalysis [1]. Moreover, the enciphering 

algorithms developed in this work will find many real time applications in military, banking and other 

sectors where secure transmission is essential. A cipher takes a message text and some secret keying 

data (known as the key) as its input and produces an encrypted version of the original message, 

(known as the cipher text). An attack on a cipher can make use of the cipher text alone or it can make 

use of some plaintext and its corresponding cipher text (referred to as a known plaintext attack) 

(Andrew John Clark, 1998). Cryptanalysis is the process of recovering the plaintext and/or key from a 

cipher. Many cryptographic systems have a finite key space and, hence, are vulnerable to an 

exhaustive key search attack. Yet, these systems remain secure from such an attack because the size 

of the key space is such that the time and resources required for a search are prohibitive.  A Linear 

Cryptanalysis Method for DES Cipher was explained by Matsui in 1993[4].  Differential cryptanalysis 

was not reported in the open literature until 1990. The first published effort appears to have been the 

cryptanalysis of a block cipher called FEAL by Murphy. This was followed by a number of papers by 

Biham and Shamir, who demonstrated this form of attack on a variety of encryption algorithms and 

hash functions; their results are summarized in this paper [2]. The most publicized results for this 

approach have been those that have application to DES.  

Differential cryptanalysis is the first published attack that is capable of breaking DES in less than 255 

complexity [5]. The scheme, as reported in Biham [2], can successfully cryptanalyze DES with an 

effort on the order of 247 encryptions, requiring 247 chosen plaintexts. Although 247 is certainly 

significantly less than 255 the need for the adversary to find 247 chosen plaintexts makes this attack 

of only theoretical interest [5]. In [17] we proposed “Heuristic Search Procedures for Cryptanalysis 

and Development of Enhanced Cryptographic Techniques”. To implement the proposed Tabu search, 

Genetic, and Simulated Annealing algorithms firstly by utilising cipher text as well as some plain text 

and secondly by using only the cipher text to retrieve the original data. The cryptanalysis of simplified 

data encryption standard can be formulated as NP-Hard combinatorial problem. A simple heuristic for 

the attack of known ciphertext with a pair of them has been developed to retrieve the plaintext to 

almost 90% accuracy for a SDES 10-bit key. Although differential cryptanalysis is a powerful tool, it 

does not do very well against DES. The reason, according to a member of the IBM team that designed 

DES [3], is that differential cryptanalysis was known to the team as early as 1974. The need to 

strengthen DES against attacks using differential cryptanalysis played a large part in the design of the 

S-boxes and the permutation P. As evidence of the impact of these changes, consider these 

comparable results reported by Biham [2]. Differential cryptanalysis of an eight-round LUCIFER 

algorithm requires only 256 chosen plaintexts, whereas an attack on an eight-round version of DES 

requires 214 chosen plaintexts [6]. A.Zugaj, K. Górski, Z. Kotulski, A. Paszkiewicz, J. 

Szczepański,“New constructions in linear cryptanalysis   of  block ciphers”, ACS’2000, October [16]. 

The differential cryptanalysis attack is complex; [2] provides a complete description. The rationale 

behind differential cryptanalysis is to observe the behavior of pairs of text blocks evolving along each 

round of the cipher, instead of observing the evolution of a single text block. Here, we provide a brief 

overview so that we can get the flavor of the attack [6, 7, 8, 9]. 
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III. COMPARATIVE STUDY ON DES USING DIFFERENTIAL CRYPTANALYSIS 

AND LINEAR CRYPTANALYSIS 

In this paper for most of its life, the prime concern with DES has been its vulnerability to brute-force 

attack because of its relatively short (56 bits) key length. However, there has also been interest in 

finding cryptanalytic attacks on DES. With the increasing popularity of block ciphers with longer key 

lengths, including triple DES, brute-force attacks have become increasingly impractical. Thus, there 

has been increased emphasis on cryptanalytic attacks on DES and other symmetric block ciphers. In 

this section, we provide a brief overview of the two most powerful and promising approaches: 

differential cryptanalysis and linear cryptanalysis [8,13]. 

The Differential cryptanalysis one of the most significant advances in cryptanalysis in recent years is 

differential cryptanalysis. In this section, we discuss the technique and its applicability to DES [15]. 

2.1. Differential Cryptanalysis Attack 

The differential cryptanalysis attack is complex; [2] provides a complete description. The rationale 

behind differential cryptanalysis is to observe the behavior of pairs of text blocks evolving along each 

round of the cipher, instead of observing the evolution of a single text block. Here, we provide a brief 

overview so that we can get the flavor of the attack. We begin with a change in notation for DES. 

Consider the original plaintext block m to consist of two halves m0,m1. Each round of DES maps the 

right-hand input into the left-hand output and sets the right-hand output to be a function of the left-

hand input and the subkey for this round. So, at each round, only one new 32-bit block is created. If 

we label each new block m1(2 ≤  i ≤  17), then the intermediate message halves are related as follows: 

mi+1 = mi-1  f(mi, Ki), i = 1, 2, ..., 16 

In differential cryptanalysis, we start with two messages, m and m', with a known XOR difference   

∆m = m  m', and consider the difference between the intermediate message halves: mi = mi  mi' 

Then we have: 

mi+1 = mi+1  m’ i+1   

       = [mi-1 f( mi, Ki)]  [m’i-1 f( m’i, Ki)] 

       = ∆mi-1  [f(mi, Ki)  f(m’i, Ki)] 

Now, suppose that many pairs of inputs to f with the same difference yield the same output difference 

if the same subkey is used. To put this more precisely, let us say that X may cause Y with probability 

p, if for a fraction p of the pairs in which the input XOR is X, the output XOR equals Y. We want to 

suppose that there are a number of values of X that have high probability of causing a particular 

output difference. Therefore, if we know ∆mi-1 and ∆mi with high probability, then we know ∆mi+1 

with high probability. Furthermore, if a number of such differences are determined, it is feasible to 

determine the subkey used in the function f[18,19]. 

The overall strategy of differential cryptanalysis is based on these considerations for a single round. 

The procedure is to begin with two plaintext messages m and m' with a given difference and trace 

through a probable pattern of differences after each round to yield a probable difference for the 

ciphertext. Actually, there are two probable patterns of differences for the two 32-bit halves: 

(∆m17||m16). Next, we submit m and m' for encryption to determine the actual difference under the 

unknown key and compare the result to the probable difference. If there is a match, 

E(K, m)  E(K, m') = (∆m17||m16) 

then we suspect that all the probable patterns at all the intermediate rounds are correct. With that 

assumption, we can make some deductions about the key bits. This procedure must be repeated many 

times to determine all the key bits [20,21,22]. 

Figure 1 illustrates the propagation of differences through three rounds of DES. The probabilities 

shown on the right refer to the probability that a given set of intermediate differences will appear as a 

function of the input differences. Overall, after three rounds the probability that the output difference 

is as shown is equal to 0.25 x 1 x 0.25 = 0.0625. 
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Figure 1. Differential Propagation through Three Round of DES (numbers in hexadecimal) 

2.2. Linear Cryptanalysis 

A more recent development is linear cryptanalysis, described by Matsui [4]. This attack is based on 

finding linear approximations to describe the transformations performed in DES. This method can 

find a DES key given 243 known plaintexts, as compared to 247 chosen plaintexts for differential 

cryptanalysis [13]. Although this is a minor improvement, because it may be easier to acquire known 

plaintext rather than chosen plaintext, it still leaves linear cryptanalysis infeasible as an attack on 

DES. So far, little work has been done by other groups to validate the linear cryptanalytic approach 

[12]. 

We now give a brief summary of the principle on which linear cryptanalysis is based. For a cipher 

with n-bit plaintext and ciphertext blocks and an m-bit key, let the plaintext block be labeled           

P[1], ... P[n], the cipher text block C[1], ... C[n], and the key K[1], ... K[m]. Then define 

A[i, j, ..., k] = A[i]  A[j]  ... A[k] 

The objective of linear cryptanalysis is to find an effective linear equation of the form: 

P[α1, α2, ..., αa]  C[β1, β2, ..., βb] = K[γ1, γ2, ..., γc] 

(where x = 0 or 1; 1≤ a, b≤ n, 1 ≤ c ≤ m, and where the α, β and γ terms represent fixed, unique bit 

locations) that holds with probability p ≠ 0.5. The further p is from 0.5, the more effective the 

equation. Once a proposed relation is determined, the procedure is to compute the results of the left 

hand side of the preceding equation for a large number of plaintext-ciphertext pairs. If the result is 0 

more than half the time, assume K [γ1, γ2, ..., γc] = 0. If it is 1 most of the time, assume K [γ1, γ2, ..., 

γc]= 1. This gives us a linear equation on the key bits. Try to get more such relations so that we can 

solve for the key bits. Because we are dealing with linear equations, the problem can be approached 

one round of the cipher at a time, with the results combined [9,10,11]. 
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IV. EXPERIMENTAL RESULT 

In this paper the number of experiments is carried out to outline the effectiveness of Comparative 

study on DES using Differential Cryptanalysis and Linear Cryptanalysis.  

 

MATLAB 7 Setup for experiments as follows: 

The experiments were implemented in MATLAB 7 on a Pentium IV(1.83 Ghtz). Experimental results 

obtained from these algorithms were generated with 200 runs per data point e.g. twenty different 

messages were created for all the algorithms and each algorithm was run 80 times per message. The 

best result for each message was averaged to produce data point. 

The Differential Cryptanalysis and Linear Cryptanalysis is coded in MATLAB 7, and tested on more 

than 100 benchmark data sets adapted.  We consider 30 different sets of distinct known plaintexts 

with different secret keys. In each experiment the behavior of the statistic test is studied for the right 

key and also for one wrong key. As predicted by the theoretical model, when more than 230.2 distinct 

known plaintexts are used, the correct key is very likely to pass the test, while the wrong keys would 

fail. Access to the full codebook leads to the key recovery with negligible error probability. When 

using 228 distinct known plaintexts, the right key survives with high probability. Table. 1 shows the 

number of bits recovered from the key using Linear cryptanalysis and differential cryptanalysis. As 

comparatively Differential Cryptanalysis is better than Linear Cryptanalysis of DES. 

 
Table. 1 The number of bits recovered from the key using Linear cryptanalysis and differential cryptanalysis. 

 
Amount of 

Cipertext 

Linear Cryptanalysis Differential Cryptanalysis 

Time(Minute) Number of bits 

matched in the 

Key 

Time(Minute) Number of bits 

matched in the 

Key 

100 60 6 30 5 

200 55 2 26 4 

300 51.3 8 24 7 

400 47.1 6 22 6 

500 44 8 20 7 

600 40 9 18.5 8 

700 30 4 15 7 

800 28.5 2 16 6 

900 25 9 12 8 

1000 20 7 10 9 

V. CONCLUSIONS 

In this paper has demonstrated that the differential cryptanalysis and linear cryptanalysis are ideally 

suited for the cryptanalysis of Data Encryption Standard. Thus these techniques offer a lot of promises 

for attacks of the ciphers. The time complexity of the proposed approach has been reduced drastically 

when compared to the linear cryptanalysis. Experimental results demonstrate good performance for 

differential cryptanalysis than linear cryptanalysis few parameters need to be tuned for the best 

possible performance. Though DES is a simple encryption algorithm, this is a promising method and 

can be adopted to handle other complex block ciphers like DES and AES. The cost function values 

used here can be applied for other block ciphers also. 

VI. FUTURE ENHANCEMENT 

This is the most promising method and can be used for handling other complex block ciphers like 

DES, AES and TEN in future work. 
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The cost function values used here can be applied for other block ciphers also. 
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